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Chapter 1

Release notes

Description

NetEdit provides automation of search, edit, validation, deployment, and audit for network configurations. It
provides intelligent assistance and continuous validation to help ensure that device configurations are
consistent, compliant, and error free. NetEdit can be used without retraining, by leveraging your existing
knowledge and experience with switch configuration. This enables you to automate switch configuration
change workflows without programming.

For additional details, see the latest Aruba NetEdit datasheet located at https://www.arubanetworks.com/
assets/ds/DS NetEdit.pdf

Version history

All released versions are fully supported by Hewlett Packard Enterprise, unless noted in the table.

Version number Release date Remarks

2.0.9 2020-09-25 Released, fully supported, and posted to the
web.

2.0.8 2020-08-21 Released, fully supported, and posted to the
web.

2.0.6 2020-07-17 Released, fully supported, and posted to the
web.

2.0.5 2020-06-10 Released, fully supported, and posted to the
web.

2.04 2020-05-08 Released, fully supported, and posted to the
web.

2.0.3 2020-03-03 Released, fully supported, and posted to the
web.

2.0.2 2020-02-04 Released, fully supported, and posted to the
web.

2.0.1 2019-12-19 Released, fully supported, and posted to the
web.

2.0 2019-12-06 Released, fully supported, and posted to the
web.

1.1.1 2019-08-20 Released, fully supported, and posted to the
web.

1.1 2019-05-06 Released, fully supported, and posted to the
web.

1.0 2018-12-18 Initial release of NetEdit software. Released, fully
supported, and posted to the web.
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Important information

This section contains important information about NetEdit.

Administrators will not be able to run some network-related utilities on the OVA as they may not have been
installed or were made unavailable to harden the system from probes or attacks. For example, ping is only
available to root so users on the system cannot probe the network with ping.

Devices supported

Installation of this release enables support for the following devices:

Product number Description

JLA79A Aruba 8320 48p 10G SFP/SFP+ and 6p 40G QSFP+ with X472 5 Fans 2
Power Supply Switch Bundle

JL579A Aruba 8320 32p 40G QSFP+ with X472 5 Fans 2 Power Supply Switch
Bundle

JL581A Aruba 8320 48p 1G/10GBASE-T and 6p 40G QSFP+ with X472 5 Fans 2
Power Supply Switch Bundle

JL624A Aruba 8325-48Y8C 48p 25G SFP/+/28 8p 100G QSFP+/28 Front-to-Back
6 Fans and 2 PSU Bundle

JL625A Aruba 8325-48Y8C 48p 25G SFP/+/28 8p 100G QSFP+/28 Back-to-Front
6 Fans and 2 PSU Bundle

JL626A Aruba 8325-32C 32-port 100G QSFP+/QSFP28 Front-to-Back 6 Fans
and 2 Power Supply Bundle

JL627A Aruba 8325-32C 32-port 100G QSFP+/QSFP28 Back-to-Front 6 Fans
and 2 Power Supply Bundle

JL375A Aruba 8400 8-slot Chassis/3xFan Trays/18xFans/Cable Manager/X462
Bundle

JL376A Aruba 8400 1x Mgmt Mod 3x PS 2x 8400X Fabric Mod 1x 32p 10G Mod
and 1x 8p 40G Mod Bundle (includes JL375A)

JL658A Aruba 6300M 24-port SFP+ and 4-port SFP56 Switch

JL661A Aruba 6300M 48-port 1GbE PoE Class 4 and 4-port SFP56 Switch

JL662A Aruba 6300M 24-port 1GbE PoE Class 4 and 4-port SFP56 Switch

JL663A Aruba 6300M 48-port 1GbE and 4-port SFP56 Switch

JL664A Aruba 6300M 24-port 1GbE and 4-port SFP56 Switch

JL762A Aruba 6300M 48-port 1GbE and 4-port SFP56 Switch

JL665A Aruba 6300F 48-port 1GbE PoE Class 4 and 4-port SFP56 Switch

JL666A Aruba 6300F 24-port 1GbE PoE Class 4 and 4-port SFP56 Switch

JL667A Aruba 6300F 48-port 1GbE and 4-port SFP56 Switch

JL668A Aruba 6300F 24-port 1GbE and 4-port SFP56 Switch

JL724A Aruba 6200F 24G 4SFP+ Switch

Table Continued
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Product number Description

JL725A Aruba 6200F 24G Class4 PoE 4SFP+ 370W Switch

JL726A Aruba 6200F 48G 4SFP+ Switch

JL727A Aruba 6200F 48G Class4 PoE 4SFP+ 370W Switch

JL728A Aruba 6200F 48G Class4 PoE 4SFP+ 740W Switch

ROX26A Aruba 6405 Switch

ROX27A Aruba 6410 Switch

:B' NOTE: The topology view can display 3" party devices to ensure network visibility. NetEdit will
= not manage 3" party devices.

Compatibility and interoperability

NetEdit server requirements (VMWare)
Ability to deploy the NetEdit OVA to a vSphere ESXi Server environment (version 6.0 or higher) with:

*+ 6 CPUs
+ 32 GBRAM
+ 115 GB disk space (initial size 2.5 GB when thin provisioned)

+ A network with connectivity to the target switches to be managed

NetEdit server requirements (Hyper-V)

+ 6CPUs

+ 32 GBRAM

+ 115 GB disk space (initial size 2.5 GB when thin provisioned)

« A network with connectivity to the target switches to be managed

*  Windows Server 2019 or later

NetEdit client-side requirements

A supported browser with network connectivity to the NetEdit server. Supported browsers:

Browser Minimum supported version

Chrome 69
Firefox 56
Enhancements

This section lists enhancements added to this branch of the software.

Software enhancements are listed in reverse-chronological order, with the newest on the top of the list.
Unless otherwise noted, each software version listed includes all enhancements added in earlier versions.
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Version 2.0.9

No enhancements were included in version 2.0.9.

Version 2.0.8

A warning message has been added detailing what NetEdit can do with regards to VSF stack configuration.

Version 2.0.6
Updated to support the 10.05.0001 release of ArubaOS-CX.

Version 2.0.5
Updated to support the 10.04.3000 release of ArubaOS-CX.

Version 2.0.4
Updated to support ArubaOS-CX 10.04.2000, the Aruba 6410 Switch, and the Aruba 6200 Switch Series.

Version 2.0.4 also includes the following key enhancements:
* Hyper-V support

* Multiple quality enhancements

Version 2.0.3
Updated to support ArubaOS-CX 10.04.1000.

Version 2.0.3 includes the following key enhancements:
+ DC Spine Leaf Solution

+ Multiple quality enhancements

Version 2.0.2

This version only contains bug fixes. There are no new feature enhancements.

Version 2.0.1

This version only contains bug fixes. There are no new feature enhancements.

Version 2.0
Updated to support ArubaOS-CX 10.04 and the Aruba 6300 & 6400 Switch series.

Version 2.0 includes the following key enhancements:
+ Network Topology Ul
+ X Subscription-driven Topology
+ Topology Health Layers:
o Application

o Client Service

NetEdit 2.0.9 Release Notes



o Segmentation

> Routing
o Bridging
o Device

* Aruba Network Analytics Engine (NAE) Status Aggregation
+ External Notifications:

o Slack

o TopDesk

o Service Now

+ Graphical Multi-switch Solution Configuration

This section lists released builds that include fixes found in this branch of the software. Software fixes are
listed in reverse-chronological order, with the newest on the top of the list. Unless otherwise noted, each
software version listed includes all fixes added in earlier versions.

The Symptom statement describes what a user might experience if this is seen on the network. The Scenario
statement provides additional environment details and trigger summaries. When available, the Workaround
statement provides a workaround to the issue for customers who decide not to update to this version of
software.

NOTE: The number that precedes the fix description is used for tracking purposes.

Version 2.0.9

MultiEditor
CR 4356

Symptom: Deployment of a configuration with TACACS/RADIUS server commands fails.

Scenario: When TACACS/RADIUS servers are included in a configuration and deployed by the MultiEditor,
deployment to the switch succeeds but NetEdit sometimes reports it as a failure if the TACACS/RADIUS
server order changes.

Workaround: Include server IP addresses in sorted order (ascending octets) or do not use MultiEditor to
deploy the configuration. For example, if the following servers (192.168.10.10, 192.168.9.10 ) are to be
defined in the config, they should be entered in the following order 192.168.9.10, 192.168.10.10.

CR_4516

Symptom: BGP neighbor commands fail validation in MultiEditor.

Scenario: When BGP neighbor commands containing neighbor names with the hyphen (-) or underscore (_)
character are included in MultiEditor, the commands fail validation.

Workaround: Remove the commands from the plan or remove the hyphen and/or underscore characters
from the neighbor names.

Chapter 1 Release notes



Version 2.0.8

Discovery
CR_4337

Symptom/Scenario: After import, the device shows up as managed and unreachable.

Workaround: Disable and re-enable the port to which the device is connected.

Firmware deployment
CR_4454

Symptom: The firmware file upload to the NetEdit server times out on low bandwidth connections.

Scenario: With lower uplink speeds (<10 Mbps), or when rate-limit is set to lower speeds, an upload of
ArubaOS-CX firmware to the NetEdit server may time out since the current default timeout is five minutes.

MultiEditor
CR_4450/4480

Symptom: Certain commands are marked with a red line in the MultiEditor.

Scenario: When adding certain commands to a plan using the MultiEditor, the commands are marked with
a red line and are not recognized.

Workaround: Use the CLI to add these commands.

Validation
CR_4456

Symptom: A device is marked as unreachable immediately after discovery.

Scenario: When a device has UBT included in the config before adding it to NetEdit, the device will be
marked as unreachable immediately after discovery.

Workaround: Disable or remove UBT configuration from the device prior to adding it to NetEdit.
Version 2.0.6

Deployment
CR_4396

Symptom: The no preempt command is ordered after the exit command, causing an error and prohibiting
deployment.

Scenario: In certain circumstances, adding a setting to a port configuration causes the preempt command
to be ordered after the exit command in the configuration, which prohibits deployment of the
configuration.

MultiEditor
CR 4385

Symptom: The aaa accounting port-access start-stop interim 5 group clearpass command
appears incorrectly in the MultiEditor.

Scenario: On a device running ArubaOS-CX 10.04.2000, when the aaa accounting port-access
start-stop interim 5 group clearpass command is entered into the MultiEditor, MultiEditor
removes the space character between the 5 and word group, resulting in a command that displays as aaa
accounting port-access start-stop interim 5S5group clearpass.
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Workaround: This is cosmetic only and does not effect validation or deployment of the config.

Version 2.0.5

Deployment
CR_4372

Symptom: NetEdit fails to flag a warning for QOS Schedule profile configuration in the MultiEditor.

Scenario: When the QoS policy is applied to individual interfaces in a LAG, rather than to the LAG, the policy
does not get assigned to the interface without NetEdit raising a warning.

Discovery
CR_4373

Symptom: A Cisco 3560 shows as unreachable.
Scenario: After a successful discovery by NetEdit, a Cisco 3560 shows as unreachable, even though it is

reachable. The netedit.log confirms an SNMP fingerprint was retrieved.

MultiEditor
CR 4380

Symptom: Validation fails for the vrf attach vsxdpd command on an Aruba 6400 Switch Series switch.
Scenario: The vrf attach vsxdpd command is accepted by a 6405 switch at the command line, but fails

validation when applied in the MultiEditor.

Validation
CR 4384

Symptom: The system interface-group command is flagged as invalid by NetEdit.

Scenario: After discovering an Aruba 8400 switch with an Aruba 8400X-32Y 32p 1/10/25G SFP/SFP+/SFP28
Module (JL687A) line card installed, the system interface-group command is flagged as invalid syntax
and cannot be edited or added from NetEdit. For example, system interface-group 5 line-module
1/2 speed 10gisin the config at the time of discovery, but NetEdit underlines the command in yellow.

Version 2.0.4

No fixes were added in version 2.0.4.

Version 2.0.3

No fixes were added in version 2.0.3.
Version 2.0.2

Discovery
CR_4080

Symptom: When discovery is initiated using an IP from a seed router with multiple IP addresses NetEdit
may discover each IP address of the router as a separate device.

Scenario: A router with multiple subnets and IP addresses is used as a discovery seed device by specifying
one or more of its IP addresses. When only one IP address is specified as a seed the router may sometimes
be misrepresented in NetEdit as multiple devices. This can occur because the router's other interfaces may
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be discovered by common methods such as LLDP, CDP, or REST neighbor data. If two or more IP addresses
of such a device are specified as seeds then they will be represented as independent devices by NetEdit.

NOTE: This issue should only apply to routers that are specified as seed devices. Other routers
= with multiple IP addresses should be correctly represented by NetEdit.

Workaround: The extraneous devices can be manually identified and deleted using the NetEdit Devices
view. Sorting by the Serial or MAC columns should allow the user to easily identify the misrepresented
"duplicate" devices as they will have identical serial numbers and MAC addresses. The user should identify
the entry that represents the preferred management IP for the device, multi-select the incorrect IP
addresses, and delete them.

CR_4246

Symptom: NetEdit displays a validation error similar to Interface X/Y/Z is not L3, % Command
failed.

Scenario: When a 6300 or 6400 is discovered and an attempt to configure an interface with routing with the
ip mtuconnnand,anermwrnessagesnnnartoInterface X/Y/7Z is not L3, % Command failed.
displays.

Version 2.0.1

Attributes framework
CR 4121

Symptom: NetEdit fails to launch after upgrading to version 2.0.0

Scenario: Null pointer exception while migrating the serial number of a device running ArubaOS-CX version
10.01 or earlier causes a migration script failure in NetEdit

Workaround: Deploy NetEdit version 2.0.0 as new OVA
Version 2.0

Attributes framework
CR 967

Symptom: The settings attributes table displays multiple entries with identical names.

Scenario: When creating attributes, if an attribute name is created with one or more space characters at the
end, duplicate entries appear on the settings attribute table. For example, Test and Test[space] both display
as Test in the table.

Workaround: Avoid appending the space character to the end of attribute names.

Dashboard
CR 832

Symptom: The dashboard page layout is unexpectedly reset to the default layout.

Scenario: After customizing the dashboard layout, if a tile is enabled and/or disabled, the dashboard layout
resets to the default settings.

Workaround: Add and remove all tiles desired before attempting to reposition and customize the layout.

Device management
CR 934

Symptom: Unable to delete a device from the Devices page.
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Scenario: If multiple administrators are accessing the application at the same time and one administrator
tries deleting a device in a plan that is being deployed by the other administrator, the device cannot be
deleted. After the plan has been deployed, the device still cannot be deleted.

Workaround: Wait for any deployments to finish and refresh the Devices page before attempting to delete
a device.

Device validation
CR_39946

Symptom: Device Validation reports a message similar to There is no matched command... atornear
the line containing the banner command.

Scenario: When using a question mark character (?) in the banner text, a message similar to There is no
matched command. .. displays at or near the line containing the banner command.

Workaround: Remove the question mark character (?) from the banner text.

Version 1.1.1

No fixes were added in version 1.1.1.
Version 1.1

Change validation
CR_32381

Symptom: Change Validation displays $ Capacities not ready instead of meaningful data.

Scenario: When using the show capacities Or show capacities-status commands as part of the
Change Validation feature, an error message similar to ¢ Capacities not ready displays, rather than
meaningful capacity information.

Workaround: Avoid using show capacities Or show capacities-status as part of the Change
Validation feature.

Device validation
CR 43426

Symptom: The scanned configuration from a switch causes Device Validation errors with respect to the 1ag
command.

Scenario: Manually removing a LAG from the CLI command shell using the no lag command results in an
invalid configuration.

Workaround: Avoid using the no 1ag command until all associated LACP configurations referencing the
LAG are removed first. The lacp command can be removed in the MultiEditor after it is detected as failing
Device Validation.

CR_44073

Symptom/Scenario: Device Validation reports as failed with no indication of which lines have failed
validation.

Workaround: Retry the Device Validation.
Logging
CR_1446

Symptom: Unexpected messages display in the /var/log/syslog, /var/log/daemon.log, /var/log/auth.log,
and/or /var/log/wtmp files.
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Scenario: When a serial port is not associated to the virtual machine, error messages such as the following
can display in the various log files:

/dev/ttysSO: not a tty

serial-getty@ttySO.service: Service hold-off time over, scheduling restart

Stopped Serial Getty on ttySO

Started Serial Getty on ttySO

[6] [01345] [tySO] [LOGIN ] [ttysO 1 I 1 [0.0.0.0 ] [2018-07-12T06:15:37,317855+0000]

Workaround: Permanently disable these messages by running the following command:

sudo systemctl disable serial-getty@ttySO.service

MultiEditor
CR_1079

Symptom: The editor repositions the cursor back to the last modified line.

Scenario: When editing a line without moving off the line, once the modification is completed if you scroll to
some other part of the configuration and select another line with the cursor, the cursor returns to the line
that was previously edited.

Workaround: Afer making a change, press the Enter key.
CR_43635

Symptom: In certain cases, configuration changes made in the MultiEditor are not reflected in the deployed
configuration.

Scenario: When using the MultiEditor to deploy a configuration to a device that contains CLI commands that
are considered the default setting, for example, vsx without a corresponding role, the configuration
changes are not maintained.

Workaround: Avoid using commands in the MultiEditor that are considered defaults. Rather than explicitly
configuring a default, delete any lines which would configure default values (for example, shutdown or no
vsx).

OVA function
CR 1239

Symptom: The NetEdit servers fails to start due to the database being unavailable.

Scenario: After an uncontrolled shutdown or restart of the OVA hosting NetEdit, Postgres fails to start due
to a PID conflict. Both the NetEdit service and the Postgres service are in a failed state and the Postgres log
file (in /opt/netedit/databases/logfile) contains a message indicating that the ID in the postmaster.pid file is
already in use.

Workaround: Restart the NetEdit OVA or manually restart the NetEdit service ($ sudo systemctl
restart netedit-svr.service).

Plan management
CR_1233

Symptom: The NetEdit Ul appears to allow a configuration rollback operation when it should not.

Scenario: After a plan (PlanOne) with a device has been deployed with a new configuration version for that
device, the device's configuration is changed, either from another plan or directly on the device using CLI.
Once NetEdit becomes aware of this change, the Ul will show a warning icon in the "Deployed Revision"
column of the device list on the plan details page for the plan. In this case NetEdit has a rule to not allow the
device to be Committed or Rolled Back from PlanOne. But the NetEdit Ul is not preventing the rollback of
the device. But, since the server is correctly not allowing it, if the user attempts the operation, the server will
throw an error resulting in a Ul dialog indicating "The rollback request has failed" because the device is not
qualified for rollback.
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Workaround: If the plan contains devices that are eligible for rollback, deselect the devices that are not
eligible and retry the rollback operation.

CR_1372

Symptom: When attempting to roll back to a previous configuration, the rollback fails.

Scenario: After the switch firmware or hardware has been changed so that a configuration applied through
a plan no longer works, when trying to roll back to the previous configuration the rollback fails.

Workaround: Create a new plan for the switch and edit the configuration as needed. If the new plan is not
valid, the validation will fail. Use the information from the validation to make changes to the configuration
until all validation errors are removed.

CR_1392

Symptom: NetEdit mistakenly identifies a hardware change to the system and creates a plan for that
change.

Scenario: When upgrading from version 10.02 to 10.03 or downgrading from version 10.03 to 10.02 of
ArubaOS-CX, NetEdit mistakenly identifies a hardware change to the switch and creates a plan for that
change.

Workaround: The hardware change plan can be ignored.

Validation
CR_157

Symptom: Change validation results for the show tech command do not complete.

Scenario: When configuring change validation settings to include show tech or show tech basicina
command script that will be executed on one or more switches when the plan is deployed, the expansion
arrow for the command is colored to indicate an error and the command result indicates that a timeout
occurred while waiting on the results to return from the switch.

Workaround: Instead of using the show tech or show tech basic commandsin a command script, use
feature-specific variations of the command, such as show tech acl or show tech bgp.

CR_1222

Symptom: Commands are omitted from the change validation results displayed for a deployed change.

Scenario: Any commands which do not complete by the default timeout (30 seconds) for change validation
commands may be omitted from the change validation results.

Workaround: Avoid using commands which required user input or execute for longer than 30 seconds.

The following are known open issues with this version of the software.

The Symptom statement describes what a user might experience if this is seen in the software. The Scenario
statement provides additional environment details and trigger summaries. When available, the Workaround
statement provides a workaround to the issue.

Certificates

CR_44256

Symptom: When manually adding a ta-certificate context-specific CLI command in NetEdit, the switch
reads all the following CLI commands as the certificate data.
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Scenario: If a ta-certificate context-specific CLI command was added in NetEdit without specifying the
end of the certificate information with the END_OF_CERTIFICATE identifier, all commands following the
certificate are interpreted as part of the certificate. Deploying this configuration can result in most of the
configuration being lost. This can result in loss of the switch's IP address and disablement of the REST
subsystem required by NetEdit. NetEdit will be unable to communicate with the switch.

Workaround: After entering the ta-certificate CLI command in the MultiEditor, right-click on the ta-
certificate CLI command text to display the Add certificate dialog. Add the PEM certificate text for this
command and save.

Device validation

CR_40044
Symptom: In certain cases, Device Validation incorrectly reports GRE tunnel configuration capacity issues.

Scenario: When using the GRE tunnel command in the MultiEditor and then attempting the perform a
Device Validation, the Device Validation incorrectly reports GRE tunnel configuration capacity issues.

Workaround: Manually verify the GRE tunnel commands in the CLI command shell before attempting them
in the MultiEditor for the specific device.

Discovery

CR_2711
Symptom: A stack member is shown on the network view.

Scenario: When you discover a set of devices before forming the stack, then form the stack, a stack member
may be shown on the network view.

Workaround: Delete the stack member that is still visible after the stack if formed.

CR_3794

Symptom: A deleted device connected to a non-ArubaOS-CX device displays again immediately on the
Diagnostics page.

Scenario: When removing a device that is connected to a non-ArubaQS-CX device from the network and you
delete it from the network view, it may show up on the Diagnostics page.

Workaround: Wait more than five minutes after taking the device offline before deleting it from the network
view.

Firmware deployment

CR_40631
Symptom: Deployment of firmware upload fails.

Scenario: When attempting to upload a firmware image that is incompatible with the device, the upload
fails with an error message similar to request failed 500.

Workaround: Verify that the firmware image file is compatible with the device before attempting the
upload.

MultiEditor

CR_00706

Symptom: Validation errors reported for the invalid commands.
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Scenario: Select a command that is not valid for the configuration line being entered.

Workaround: Use the validation errors reported to find the erroneous commands and enter the correct
configuration lines.

CR_941
Symptom: A notification displays in the bottom right side of the editor.

Scenario: If multiple validation tasks are initiated on the same device, any subsequent requests that are
invoked while the first validation is in progress produce a message that reads "Request failed with status
code 429"

Workaround: Wait for the first validation task to complete for a specified device before invoking any
subsequent validation tasks.

CR_998

Symptom: The editor blocks attempts to edit Networking Analytics Engine (NAE) commands and displays a
warning that reads "The line is classified as ready only. The line can be deleted but cannot be updated."

Scenario: The entering of NAE commands (nae-script, nae-agent) in the editor are allowed even though such
lines are marked as read-only after editing.

Workaround: Avoid entering NAE commands in the editor outside of pasting a configuration that already
includes NAE commands.

CR_1054

Symptom: MultiEditor displays a busy indicator (spinner) when starting a new MultiEdit session.

Scenario: MultiEditor shows a busy indicator (spinner) while loading or modifying device configurations.
Performing very large operations, such as pasting a multi-thousand line configuration into a plan with many
devices, may take several minutes. During this time the busy indicator will be present. If an attempt is made
to start a MultiEditor session for a different plan, the busy indicator will still be shown until the MultiEditor is
able to complete the previous large operation, even if it is for a different plan.

Workaround: Wait for the busy indicator to clear before starting a new MultiEditor session.

CR_1118
Symptom: The deploy process completes in the Ul, but the change is not deployed.

Scenario: When deploying a change which includes 15k or more lines of configuration text, the process
completes bu the change is not deployed. All change validation commands indicate an error has occurred in
the post-change results.

Workaround: Reduce the number of lines in the switch configuration.

CR_1210

Symptom: Deployment of a configuration fails with the system reporting that a device is unreachable.

Scenario: When device credentials or the device address configured in NetEdit for communication with the
device are changed in the MultiEditor and the configuration is deployed to the device, the configuration fails
because the device is unreachable.

Workaround: Change the device credentials on the Devices page. If the address is changed, the device will
need to be deleted on the Devices page and then re-imported.
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Network

CR_1138

Symptom: The user will see a "Network Error" message if there are any communication issues. On pages
with tables, the tables may show the message "No Data" if the data collection is taking a long time. The user
may see a white screen when they initially access the NetEdit web Ul.

Scenario: The problem may occur if the customer has a slow and/or unreliable network connection.

Workaround: The customer should ensure that their network connection is reliable and sufficiently fast.

OVA function

CR_1162

Symptom: Machine on the same network as the NetEdit VM cannot get an IP address from the DHCP
server.

Scenario: When the NetEdit VM is configured to use a DHCP server to get its IP address and the VM
experiences a disk error disallowing writes to the disk (for example. forced into read-only mode, out of disk
space, and so forth), the DHCP server exhausts the list of IP addresses, causing other machines on the
network to not receive an IP address.

Workaround: Configure the NetEdit VM to use a static IP address. Log into the NetEdit VM as neadmin and
run the netedit_config.py script to reconfigure network settings.

Plan management

CR_1245

Symptom: Deploying large configurations results in unexpected "Running config changed" plans.

Scenario: If a configuration deploy succeeds but the post configuration validation fails, this will resultin the
plan status being marked as "Deploy Failed'. However, since the configuration was successfully applied to
the device, that configuration change will be detected by NetEdit's configuration scanning. This can result in
a "Running config changed" plan being created for the devices in the "failed" plan. These "Running config
changed" plans will contain the configuration changes made in the "failed" plan. This situation may occur
when deploying very large configurations, deploying to devices that are under heavy load, or deploying over
networks with very high latency.

Workaround: If post deploy validation fails due to an intermittent cause, be aware that the successfully
applied configuration may appear in a subsequent "Running config changed" plan.

Search

CR_1101

Symptom: When using the calendar date picker for a search, the year automatically resets to "2018".

Scenario: If the "Year" dropdown box is used to select a year in the calendar date picker from the search
text box, the year automatically resets to "2018" after about two seconds.

Workaround: Rather than using the "Year" dropdown, navigate through the months and years using the left
and right arrow buttons or type the date in manually using the MM/DD/YY HH:MM format.
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Sessions management

CR_1202
Symptom/Scenario: The device import fails when the device is configured with TACACS command auth.

Workaround: Do not use TACACS command auth with devices being configured by NetEdit.
Settings

CR_904

Symptom/Scenario: The administrator may not be able to run some older commands because they have
been deprecated or they have been made unavailable to the users due to hardening the system from
attacks.

E.g., ping is only available at the root level in order to prevent users from probing the customer's network. If
a user wants to use ping they can either re-enable ping via sudo chmod 4755 /bin/ping or use sudo
ping <ip address>.

Some commands such as tools from the net-tools package (ifconfig, arp, netstat, route) have been
deprecated and replaced with newer tools from the iproute2 package such as ip and ss.

Workaround: If you wish to install the deprecated commands you can perform sudo apt-get update
and sudo apt install net-tools. If you need to install other tools not listed here you can search for
the tool via sudo apt-cache search <tool name> and the system will tell you what package to install
via sudo apt install <pkg name>.

NOTE: Installing additional software on your machine may expose the system to attack vectors
= if itisn't properly configured.

CR_1539

Symptom: When attempting to import an invalid file (for example, a .zip file) from the Settings page, then a
page crash will occur.

Scenario:

Workaround: When attempting to import an invalid file (for example, a .zip file) from the Settings page,
then a page crash will occur.

VSF

CR_4389
Symptom: A member of the VSF stack reboots unexpectedly.

Scenario: When NetEdit is used to remove a VSF member link without first shutting down the associated
port, the stack member reboots.

Workaround: First, push the config, disabling the interface. Then, remove the interface from the VSF. For
example remove 1/1/28 from VSF link 2:

vsf member 1
type jl724a
link 1 1/1/25,1/1/27
link 2 1/1/26,1/1/28
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Create and deploy plan 1 by disabling the interface and not removing it from the link:

interface 1/1/28
shutdown

vsf member 1
type jl724a
link 1 1/1/25,1/1/27
link 2 1/1/26,1/1/28

Create and deploy plan 2 by removing the interface from the link:

interface 1/1/28
shutdown
vsf member 1
type jl724a
link 1 1/1/25,1/1/27
link 2 1/1/26

Feature caveats

Feature Description

module command The module command can only be used manually in the CLI command
shell to prepopulate interfaces.

Host key checking NetEdit disables strict host key checking in the internal Java SSH
library. SSH tools outside NetEdit are not affected.

Reboot Device Reboot Device is not supported for non AOS-CX devices.

VSF NetEdit requires that VSF stacks be formed and most changes made

using the CLI or Aruba CX mobile app. For example, adding members
to a stack, deleting members from a stack, adding a new VSF link, and
replacement of a member with a different SKU are not supported
using NetEdit. NetEdit only supports adding a port to a VSF link,
removing a port in a VSF link, removing a standby member from a VSF
stack, and modifying a standby member in a VSF stack. Other changes
to the VSF stack using NetEdit may lead to members rebooting and not
re-joining the stack. To recover from this scenario, the configuration
has to be fixed in the master or the member zeroized and added back
to the stack using the CLI.

Refer to the NetEdit 2.0 Installation Guide for information on upgrading from version 1.0 or 1.1.x to version
2.0.

Aruba is committed to providing documentation that meets your needs. To help us improve the
documentation, send any errors, suggestions, or comments to Documentation Feedback (docsfeedback-
switching@hpe.com). When submitting your feedback, include the document title, part number, edition,
and publication date located on the front cover of the document. For online help content, include the
product name, product version, help edition, and publication date located on the legal notices page.
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