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Prerequisites

» A current Azure account with an Azure Virtual WAN already created. If this is not created, you must create one prior to
beginning the EC-V NVA deployment.

» An Azure Virtual Hub created in the Azure region where you want to deploy the EC-V. If this is not created, you must
create one prior to beginning the EC-V NVA deployment.

» Access to Aruba EdgeConnect Orchestrator.
» Aruba EdgeConnect Enterprise Account Name and License Key.

» Aruba EdgeConnect Enterprise Appliance Bandwidth Licenses.

Create a customer role and assign a user-assigned managed identity
Deploying EdgeConnect SD-WAN instances within a Virtual WAN Hub requires the following permissions:

"Microsoft.Resources/subsceiptions/providers/cead”,
"Microsoft.Resources/subscriptions/cesourcegroups/cesoucces/read”,
"Microsoft.Resources/subscriptions/cesourceGroups/cead”,
"Microsoft.Networck/victualHubs/cead”,
"Microsoft.Network/networkVictualAppliances/delete”,
"Microsoft.Network/networkVictualAppliances/cead”,
"Microsoft.Network/networkVictualAppliances/weite”

Creating a custom role in Azure with the above permissions and assigning it to a user-assigned managed identity, scoped
to the resource group where the virtual WAN hub and NVA will be deployed, ensures a secure and controlled deployment
of EdgeConnect SD-WAN instances within a virtual WAN hub. It is important that the user-assigned managed identity has
READ permissions over the virtual WAN hub you are deploying the EdgeConnect gateway into. If not, you will see an
error message such as:

Caller does not have access on one or moce cefecenced rcesoucce(s). Details: The client with object id
<>’ does not have authorization to pecform action ’Microsoft.Netwock/victualHubs/rcead’ over scope
’/subsceiptions/«<>/cesourceGroups/<>/providers/Microsoft.Network/victualHubs/<>

Below are the instructions to create a custom role and assign it to a user-assigned managed identity.

Create a custom role

Follow the instructions on this Microsoft page to create a custom role on Azure Portal and assign the above permissions
to it: https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#start-from-scratch

Create a user-assigned managed identity

Follow the instructions on this Microsoft page to create a user-assigned managed identity: https://learn.microsoft.com/en-
us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities ?pivots=identity-mi-
methods-azp#create-a-user-assigned-managed-identity

Associate the custom role with the user-assigned managed identity

Associate the custom role with the user-assigned managed identity, as shown in Figure 1:

E—


https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#start-from-scratch
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities?pivots=identity-mi-methods-azp#create-a-user-assigned-managed-identity
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities?pivots=identity-mi-methods-azp#create-a-user-assigned-managed-identity
https://learn.microsoft.com/en-us/entra/identity/managed-identities-azure-resources/how-manage-user-assigned-managed-identities?pivots=identity-mi-methods-azp#create-a-user-assigned-managed-identity
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O Search resources, services, and docs (G=/) O Copilot
firtual erma o UAMI-VWAN-
Home > ArubaVirtualWAN > DFemando > DFemando-UAMI-VWAN-Access DFernando
DFernando-UAMI-VWAN-Access | Azure role assignments % - Costomicie
Manzged Identity
X« ~+ Add role assignment (Preview) () Refresh permissions  JSON  Assignments
Cuerview 1
If this identity has role assignments that you don't have permission to read, they won't be shown in the list. Learn more i
& Actitylog 2 "id": "/subscriptions/95127¢ 32/providers/Microsoft. Authorization
Subscription * 3 “properties™: {
8 Access contral (IAM) a “roleName”: "DFernando”,
e " .
5 descriptio
@ Togs Role Resource Name 3 “assignableScopes”:
T — 7 "/subscriptions/95127, 82/resourceGroups/DFernando”
DFernando [+4] DFemando 8 1.
Bl Associated resources (preview) ] “permissions™: [
10 {
.. Resource visualizer 1 actions™s [
12
™ Settings
9 13
&> Federated credentials 14
15
Il properties 16
0 Locks 17
18
~ Monitoring 19
20
@ Advisor recommendations 21
22 "Microsoft.Compute/images/write”,
7 Adtemation 21 "3 crosoft_Comnute/virtualMachines/canture /act ion® .
4
™ cuses
%, Tasks
%] Export template
~ Help
(@ Support + Troubleshosting

Figure 1. Associating the custom role with the user-assigned managed identity.

Deploy EC-V

Basics tab

1. Search the Marketplace for “EdgeConnect Enterprise” and choose Aruba EdgeConnect Enterprise for Azure
Virtual WAN.

Select the Aruba EdgeConnect Enterprise in Azure Virtual WAN tile.
Click Create. The Create Aruba EdgeConnect Enterprise in Azure Virtual WAN page opens, as shown in Figure 2.
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= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > EBdgeConnect-MVA > Creat

m

aresource > Marketplace > Aruba EdgeConnect in Azure Virtual WAN >

Create Aruba EdgeConnect in Azure Virtual WAN

Basics  Aruba EdgeConnect NWA Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (© | Pay-As-You-Go o |
Resource group * @ | EdgeConnect-NVA o |
Create new

Instance details

Region* @ West Central US ~

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Ap;j ication Name * | EC"."‘DE_‘O|3}"11E"tGuidE vy |

Managed Rescurce Group * (0 | mrg-aruba_edge_connect_in_vhub_te-20220408213843 vy |

| Mext : Aruba EdgeConnect NVA > |

Figure 2. The Create Aruba EdgeConnect Enterprise in Azure Virtual WAN Review + create page.
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4. Select the Subscription.

5. Select the Resource group.

6. Select the Region where you have created the Azure Virtual Hub.
7. Enter an Application Name.

Note

The Application Name can only contain letters and numbers and be between 3 and 32 characters.

8.
9.

Do NOT modify the content of the Managed Resource Group field.
Click Next : Aruba EdgeConnect NVA >.

HPE Aruba Networking EdgeConnect Enterprise NVA tab

1.

Enter a Deployment Name. This must be a unique name. This is the name that appears on the Network Virtual
Appliances page on the Azure Portal. The name can contain letters, numbers, and dashes, and must be between 3

and 32 characters.

Click +Add, and then select the user-assigned managed identity you created earlier. This is a mandatory step.

—
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3. Select the Virtual WAN Hub to deploy the Aruba EdgeConnect Enterprise NVA.
a. If no virtual WAN hubs are shown, the region you selected does not have any virtual WAN hubs created yet.

b. After you select the virtual WAN hub, two separate tool tips appear at the bottom of the page. The first tool tip
displays the Azure Virtual Hub’s BGP endpoint IP addresses and the ASN that you must use when establishing
BGP from the EC-V to the Azure Virtual Hub. Write down these IP addresses and the ASN.

c. The second tool tip displays that you must create two static routes for establishing BGP sessions.

4. Select the Scale Unit. The Scale Unit determines the size and number of resources deployed for an EdgeConnect
Enterprise deployment. The higher the Scale Unit, the greater the amount of traffic that can be handled.

5. Enter the EdgeConnect Enterprise’s ASN. Enter any BGP ASN between 64512 and 65534, excluding 65515,
65517, 65518, 65519, and 65520.

Note

The Azure Virtual Hub only supports 16-bit ASNs. As a result, do not enter a 32-bit ASN on the EdgeConnect
Enterprise.

Enter the EdgeConnect Enterprise Account Name. This can be found on the Orchestrator under Cloud Portal.
Enter the EdgeConnect Enterprise Account Key. This can be found on the Orchestrator under Cloud Portal.

(Optional) Enter the EdgeConnect Enterprise Tag.

© ® N o

Enter a single-line SSH key for the EdgeConnect Enterprise.

Note
Do NOT enter a multi-line SSH key. Multi-line SSH keys typically start with the text - - - -- BEGIN SSH2 PUBLIC KEY”

10. Click Next : Review + create. Note the Virtual WAN Hub BGP Endpoints and ASN displayed below. You will need
this information in a future step in this guide.
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Home > Aruba EdgeConnect Enterprise in Azure Virtual WAN >

Create Aruba EdgeConnect Enterprise in Azure Virtual WAN

Basics  Aruba EdgeConnect SD-WAN NVA  JIT Configuration Review + create

Deployment Name * (I WCUS-2cv-nva v

User assigned managed identity

Add user assigned identities to grant the EdgeConnect SD-WAMN managed application to access your Virtual WAN Hub.

+ Add [0 Remove
Name T4 Resource group T4 Subscription Ty

El DFernando-UAMI-VWAN-Access DFernando 95127 4.
Virtual WAN Hub = (D | WestCentralUS-Hub N |
EdgeConnect SD-WAN Version * (0 | 9.3.70 hd |
Scale Unit * (D) | 4 Scale Units (4 vCPUs / 1458 RAM) ~ |
EdgeConnect SD-WAN ASN * (@ | 65199 |
EdgeConnect SD-WAN Account Name * | Your EdgeConnect Account Mame o |
0]
EdgeConnect SD-WAN Account Key * (0 | 123456789123456 |

EdgeConnect SD-WAN Tag (D | |

5 - -

EdgeConnect SD-WAN single-line 55H | ssh-rsa AAAABIMza
ke}r* (Lj'

/TigBKPPGO... |

ﬁ Virtual WAN Hub BGP endpoints: [1192,168.253.687,"192.168.253.697] Virtual WAN Hub BGP ASN: 85513

ﬂ Configure two /32 static routes on the EdgeConnect SD-WAN VM and establish two BGP sessions using the information
abowve,

| Previous || Next |

Figure 3. The Create Aruba EdgeConnect Enterprise in Azure Virtual WAN page.
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Review + create tab
1. Review the settings you have entered.
2. Select the | agree to the terms and conditions above checkbox.

3. Refer to Figure 4 for an example of what the screen should look like.
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Home > Marketplace » Aruba EdgeConnect for Azure Virtual WAN test (preview) >

Create Aruba EdgeConnect for Azure Virtual WAN test
o Walidation Passed

Basics  Aruba EdgeConnect NWA Review + create

PRODUCT DETAILS

Aruba EdgeConnect for Azure Virtual  Not covered by credits (O

WAN test 0.0000 USD/P1M
by Silver Peak Systems

Microsoft Enterprise Contract | Privacy

palicy

TERMS

By clicking “Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abeve; (b) authorize Microsoft ta bill my current payment methad for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional infarmation with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Mame |
Preferred e-mail address |_ |
Preferred phone number ] I

Co-Admin Access Permission

By checking the box and clicking “Create” | give permission for the template provider referenced above (the “Provider”)
to have Administrative-level access to one or more Azure resources in arder to provide support and management
services for the template. In the event of an issue arising from a Provider's services or failure to provide services, your
sale recourse is with the Provider. Unless Microsoft is the Provider, Microsoft (i) does not approve, menitor or manage
the Provider's access, and (i) bears no responsibility whatsoever for acts or amissions of a Provider.

ﬂ | agree to the terms and conditions abowve. ¥

Basics

Subscription SPAzure-SELab

Resource group T

Reglon West Central U3

Application Mame wousecvnva

Managed Resource Group Name mrg-aruba_edge_connect_in_vhub_te-20220830225809

Aruba EdgeConnect NVA

Deployment Name WOUS=2EV-NVa

Wirtual WAN Hub weus-vwan-hub

Scale Unit 2 Scale Units - 1.0 Gbps

EdgeConnect ASN 65199

EdgeConnect Account Name Silver Peak 3E - Lab Account 19

EdgeConnect Account Key I —

EdgeConnect Tag

EdgeConnect single-line SSH key ssh-rsa AAAABI Nz
Create | < Previous | | Mext | Download a termplate for automation

Figure 4. The Create Aruba EdgeConnect for Azure Virtual WAN test page.

—
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4. Click Create. The EC-V deployment begins.

Correlate EC-Vs

Within approximately five minutes of the deployment, the two, new EC-Vs will appear on your Orchestrator as shown in
Figure 5.

Release 9.2.2.40047

Uptime  13d Oh 57m 7.
Appliances Discovered
Support | Search Menu 1o to Overlays s “ | & Heatehy

e Summary PSLA Preconfigure Appliances Routes Dashboard Top Talkers Tunnel Bandwidth Pie Charts Overlay-Interface-Transport Routing Segmenitation (VRF) Flows

VRRP Appliance Bandwidth Interface Bandwidth Trends

BGP Discovered Appliances x

Discovered Appliances Discovery Emai Recipients | crobertson@hpe.com

2 Rows

Serial Number Appliance TP Address Public TP Address Location Tag Discovered Time ~ Reachabiity Agprove Deny
001BBCIFS24A saverpask 52.161.45. 149 Cheyenne, Wiyoming, US Unassigned I0-A0g-22 23:05 Reacnable Approve

Dony
0O1BBCLF4249 siverpeak 52.161.44.10 Cheyanne, Wyoming, US Unassigned 30-Aug-21 23:05 Reachable Approve Dony

Figure 5. EC-Vs in SD-WAN Orchestrator.

« If you deployed the EC-Vs in a region where Azure supports Availability Zones, each EC-V will be deployed in a unique
Availability Zone.

« If you deployed the EC-Vs in a region where Azure does not support Availability Zones, each EC-V will be deployed in
an Availability Set.

« As shown in Figure 3 above, the Discovered Time column on the Discovered Devices page shows that both EC-Vs got
deployed at the same time (23:05 August 30, 2022).

However, Azure always numbers each EC-V according to the order it deploys them. To find this order, perform the
following tasks. The objective here is to ensure that order is preserved when you are adding the EC-Vs to the SD-WAN
fabric. You want to approve the first EC-V (that Azure deployed) first followed by the second EC-V:

1. Go to the Azure Virtual WAN Hub that you deployed the EC-Vs.
2. Click Network Virtual Appliance under Third party providers.

3. Under Instances info column, click the Click here link under your deployment.
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Home » Wirtual WANs » crob-wwan > wecus-vwan-hub

s wceus-vwan-hub | Network Virtual Appliance »

i

| L Search (Cmd+)) | |- Add Netwark Virtual Appliance

& Overview Metwork Virtual Appliances

Connectivity Name Provisioning State Offering Instances info
Bl VPN (Site to site) W weus-ecv-nva Succesaded silver-peak-systems Click here

'

£y ExpressRoute
& User VPN (Point to site)
Routing

) BGP Peers
E Route Tables
BB Effective Routes
Security

@ Azure Firewall and Firewal
Manager

Third party providers

B Network Virtual Appliance

Figure 6. The Network Virtual Appliance page.

Note

If you encounter a message that says “You haven't created a network virtual appliance for this virtual hub yet” the
appliances are likely still initializing. If after some time (10-15 minutes) you still do not see the NVA listed, go to the
Orchestrator, click Approve, and then upgrade the appliances to your desired version as depicted in Figure 7 below. After
the appliances are rebooted, you will see them in the Azure dashboard.

Release 9.2.2.40047

Uptime  13d 9h 57m 7=

St Soarch Har D oo T 0 )
VRRP Appliance Bandwidth Interface Bandwidth Trends Interface Summary 1P SLA Preconfigure Appliances Routes Dashboard Top Talkers Tunnel Bandwidth Pie Charts Overlay-Interface-Transport Routing Segmentation (VRF) Flows
BGP Discovered Appliances
Discovered Appliances @ Refresh Discovery Information Upgrade Appliance x |

Show Denied Devices
| Consider upgrading or downgrading) the saftware version to match your existing network.

Gl If the software version is comect far your needs, select "Skip®, ot
Sertal Number Apoliance 1P Address | Softwere Verson (3,210 93896 NP) Ol ek naatible versticris shis £ Time + Reachablity Approve Deny Saftware Version Madel
O01BBCIFA24A silverpeak 5 Reachable Deny 8.1.0.19_85161 ECV
I’
O0IBBCIFA249 siverpesk I 5 Reachatle Approve Deny 8.1.0.15_85161 ECV

Skip | | Oose

Figure 7. The Upgrade Appliance dialog box.

4. A window opens that shows the IP addresses of each EC-V in the deployment. Under the NVA instance name, “0”
denotes the first EC-V and “1” denotes the second EC-V as shown in Figure 6.

—
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Notes
» Azure only assigns one public IP address per EC-V. This public IP address is assigned to the WANQO interface.

« Each subnet is created as a /28 by Azure, this is not modifiable. The gateway address is always the first useable IP of
the assigned subnet.

Home > Virtual WANs > crob-vwan > weous-wwan-hub »

& Weus-vwan-hub | Network Vit

o
-

Virtual HUB
NVA instance NIC type Public IP Address Private IP Address

Search (Cmd+/) | L s Batw
ECV-1 . weus-ecy-nva_0 privatenicipconfig 172.24.252 229

8 Overview firty
weus-ecv-nva_0 publicnicipeonfig 52.161.44.10 17224 252 244

i Mame = -

Connectivity WEUS-ecy-nva_l privatenicipconfig 172.24.252.230
7 VPN (Site to site) e | weus-ecy-rva_l publicnicipeonfig 52.161.45.149 17224252245

£, ExpressRoute

Figure 8. EC-Vs on the Network Virtual Appliance page.

In ECV-1, the public IP address of the WANQO interface is 52.161.44.10

In ECV-1, the private IP address of the WANO interface is 172.24.252.244
= The gateway IP address would be 172.24.252.241

In ECV-1, the private IP address of the LANO interface is 172.24.252.229
o The gateway IP address would be 172.24.252.225

In EC-V-2, the public IP address of the WANO interface is 52.161.45.149
In EC-V-2, the private IP address of the WANO interface is 172.24.252.245
= The gateway IP address would be 172.24.252.241

In EC-V-2, the private IP address of the LANO interface is 172.24.252.230
= The gateway IP address would be 172.24.252.225

Note

Although Azure assigned the above IP addresses to the EC-Vs at the hypervisor-level, these IP addresses are not yet
assigned at ECOS-level, i.e., the EC-V is still in Server Mode with no IP addresses or MAC addresses assigned yet.

In the upcoming sections of this guide, we cover how to find MAC addresses from the Azure Portal, assign MAC
addresses, and change the deployment mode from Server to In-line Router Mode.

Add EC-Vs to the SD-WAN Fabric

1. Now that you are aware of IP addresses of each EC-V, find the public IP address of ECV-1. In the guide example, this
IP address is 52.161.44.10.

2. Open the Discovered Devices page on the Orchestrator and find the same public IP address.
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Release 9.2.2.40047
Uptime  13d 9h 57m 75

Support | Search Menu Intro to Overiays 6 Sites “ | 4 Healthy
VRRP Appliance Bandwidth Interface Bandwidth Trends Interface Summary PSLA Preconfiqure Appliances Routes Dashboard Top Talkers Tunnel Bandwidth Pie Charts Overlay-Interface-Transport Routing Segmentation (VRF) Flows
BGP Discovered Appliances
Discovered Appliances @ | Refresh Discovery information Discovery Exmal Reciplents [ GobetsonDips.con
Show Denied Devices
2Roms Search
Serial Number Appiiance 1P Address Pusic P Address Location Tag Discovered Time - Reachabilty approve oen
0018BC1F424A silverpeak. 52.161.45.149 Cheyenne, Wyoming, US Unassigned 30-Aug-22 23:05 Reachable Approve. Deny
Deny

001BBCIF4249 silverpeak | 52.161.44.10 Ichcvumc, Wyoming, US Unassigned 30-Aug-22 23:05 Reachable | Approve I

Figure 9. Discovered EC-Vs in SD-WAN Orchestrator.
Click Approve to start adding the EC-V to the SD-WAN fabric.
4. While adding the EC-Vs to the SD-WAN fabric:

a. Upgrade the EC-V to your desired version (if not done previously), otherwise click Skip.

Upgrade Appliance w

Consider upgrading (or downgrading) the software version to match your existing network.
If the software version is correct for your needs, select "Skip".

Software Version [Nn Change (9.2.1.0_93896) V] Only compatible versions shown

 Skip | | Cloge

Figure 10. The Upgrade Appliance dialog box.
b. On the Apply Appliance Preconfiguration screen, select Run Manual Configuration Wizard.
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Apply Appliance Preconfiguration

Fisara I

Freconfiguration  Discovened

BOIBBCIEI 249

Uragmionasd

Figure 11. The Apply Appliance Preconfiguration page.
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c. Configure the Hostname, Group, Admin Password, Location Information, and select the Hub Site check box if the

NVA will act as a hub for SDWAN spokes.

Appliance Wizard
Appliance Setup
Appliance™ a-01 Site Name
Group™® Contact Name
Admin Password®  sersseessses Contact Email PELopsEnpe.com
Confirm Password® sswssssssss Serial Number*® OUIBBCIF4249
Lecation Adkires
Address
ity
Cheyen
Zip Cad
2001 ®
Region o Regics
IPSec UDP Port 14800
Keyboard shortcuta _Map datn 2072 Google _Terms of Use  Riport & maps e
Hub Site
Next >

Figure 12. Page 1 of the Appliance Wizard.

Note

Ensure that you enter the same Site Name on both EC-Vs to prevent them from forming tunnels with each other.

E—
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d. Do not change the deployment mode from Server to In-line Router Mode yet. Click Next, do not make any

changes on this screen. You will do this AFTER adding the EC-V to SD-WAN fabric and assigning MAC

addresses.

Appliance Wizard
Appliance Setup

Current Canfiguration ~

Deployment Profile

Bridge

TP /Mask

Bandwidth
Label Interface
(Kbps) Nt Hop

acqu

¥ cak
1
Total Outbound + 4,000 | kzps < 200,000 Kbps

Total Inbound = Kogs [C]Shape Inbound Traffic
EC Bose ¥
EdgeConnect
Licensing  Bocst 0 Kbs

< Previous I Next > I

Figure 13. Page 2 of the Appliance Wizard.

e. Continue through the appliance wizard, when you reach step 5 de-select any templates and do not apply overlays
currently. You will apply overlays after completing the mac address assignments and deployment changes.

Appliance Wizard

Appliance Setup

Add Business Intent Overlays to this Site

[ DEFAULT
[ REALTIME
[] cLoub

(] BACKHAUL_TEST

1 §2f3fa]s

Select Template Groups to be applied to this Site

ance settings including
d Crossing Alerts, DNS,

[ Azure - HPE - Route Maps

8GR, Pees Prionity, Routes, Route Redistribiution M
(7] Azure - SPK - Route Maps
BGP, Peer Priority, Routes, Route Redistribution Maps

[ Enable Boost

< Previous

Apply

%

Figure 14. Page 5 of the Appliance Wizard.

5. Repeat these steps (1-4) for the other EC-V. Ensure to enter the same Site Name on both EC-Vs to prevent them

from forming tunnels with each other.
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Locate MAC addresses

To find MAC addresses assigned by Azure, you must first log into the Linux shell of the EC-V. To open the Linux shell:

1. Right-click on the first EC-V on the Orchestrator tree, and then click CLI Session. This opens a CLI shell of the EC-V
on a new window.

2. In the CLI session window, run the following commands:
enable
show interface eth0

show interface ethl

wcus—ecv-nva-@1 # show inter ethO
Interface ethD state
Admin up: yes
Link up
IP address 172 24,252, 244
Netmask: 255.255.255
IPvb address: fe80::222: 43ff feSe:8d10/64
d: 40&05Hb!

%¥terface type: ethernet
address: 00:22:48:5E:8D:10

bytes: 356886271
packets: 1274926
mcast packets:
discards:
errors:
overruns:
frame:

wcus—ecv-nva-01 # show inter ethl
Interface ethl state
Admin up:
Link up:
IP address:
Netmask:
IPdeaddress

40000Mb/ s
full
Interface type: ethernet
MTU: 15

address: 00:22:48:5E:8F: AD

bytes: 16891895
packets 286495
mcast packets:
discards:
errors:
QVerruns:
frame:

bytes:
packets:
discards:
errors:
overruns:
carrier:

X collisions:

bytes:
packets:
discards:
errors:
overruns:
carrier:

]
0
]
e
0
356528484
1308088

0
]
0
]
]

DOOOONE S00DD

Figure 15. Locating MAC addresses through the CLI.
3. Record the MAC/IP/Mask info for eth0, this will be configured as "wan0".
4. Record the MAC info for eth1, this will be configured as "lan0".

Note

If eth1 (aka lan0) does not present an IP address in the CLI output, you will need to ensure you have the IP address that
is listed in the “Instance Info” dialog from the Azure portal. This information was gathered in Step 4 of the “Correlate EC-
Vs” section.

MWVA instance MNIC type Public I Address Private IP Address
wieus-ecv-méa_ (0 privatenicipeonfig 1724 252 249
wieus-ecv-méa_(0 publienicipeanfig 54.161.44.10 17224 252 244
Wius-ecv-nva_l privatenicipeonfig 17224 252 230
Wius-ecv-nva_l publienicipeanfig 54,161 45145 17224 252 245

Figure 16. NVA instance information.

5. Repeat the steps above to find the IP/MAC addresses for ECV-2.

E—
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Assign MAC addresses

Perform the following tasks to assign the MAC addresses you found using the above CURL command:

N o ok~ w0 b=

Select ECV-1 on the Orchestrator tree.

Open the Interfaces tab.

Click the edit icon.

Search for the WANQO interface.

Click the drop-down menu on the MAC column.
Select the WANO MAC address.

Click Apply.

Interfaces
Al | Hardwere | Dynamic
2/34 Rows Search |an0
Edit Appliance Name status LACP Status 1P Address/Mask ~ Public 1P Segment DHCP Speed Duplex MU MAC Address SNMP Ifindex

P — wanl “ No 1000Mbjs (auto)  full {auta) 1500 00:22:48:5E:8D:10 2%

1000Mbys (auto) full (auto) 1500 00:22:48:5E:8F:AD 42

z

Figure 17. The Interfaces tab in Orchestrator.

Follow steps four to seven above to assign the LANO MAC address to the LANO interface. After assigning MAC
addresses on both WANO and LANO interfaces, you will receive an alarm mentioning that the appliance requires a
reboot. DO NOT REBOOT THE EC-V YET. We will reboot the EC-V after assigning IP addresses in the next topic.

Now that you have assigned MAC addresses on both interfaces on ECV-1, repeat the steps to assign MAC addresses
on ECV-2.

Shut down MGMTO

Perform the following tasks to disable the unassigned mgmtO interface to clear the alarm it is generating:

1.
2.
3.

Select ECV-1 on the Orchestrator tree.
Open the Interfaces tab.
Click the edit icon.

[nterfaces

Al | Hardware | Dynamic

35 Rows, 1 Selected search

Edit|  Appliance ame us LACP Status 1P Address/Mask ~ Public IP Segment DHCP Speed Duplex MU MAC Address SNMP Ifindex

172.24.252.244/28 52.161.44.10 Defaukt No 40000Mb/s (auto) full (auto) 1500 00:22:48:5E:8D:10 as

& waus-ecrma-0L fan0 [ w | 172.24.252.229/28 Default No 40000Mb/s (auto) ful (auto) 1500 00:22:48:5E:8FAD 3%

Figure 18. Shutting down MGMTO on the Interfaces tab in Orchestrator.
Click All Interfaces.
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Interfaces - wecus-ecv-nva-01
Interfaces

Hardware All Interfaces | Assigned Interfaces

1/34 Rows

mgmitd down down auto / auto

Name Admin Status IP Address/Mask Public IP Segment Speed (Mbps) / ...

State

1000 / ful

MTU

MAC

1500 Unassigned

SNMP IfIndex

19

Figure 19. The All Interfaces sub-tab on the Interfaces tab in Orchestrator.
Search for the mgmtO0 interface.

Click the drop-down menu on the Admin column.

Select down.

Click Apply.

Repeat these steps for ECV-02.

Assign IP addresses

Perform the following tasks to assign IP addresses on the EC-V:

o o0k w DD =

Select EC-V-1 on the Orchestrator tree.
Open the Deployment tab.

Click the edit icon.

Click the Router tab.

Set the FW Mode to Stateful+SNAT.

Assign the WANO IP/Mask and LANO IP/Mask based on the information you collected from the previous section

Correlate EC-Vs.

Enter the WANO Next Hop IP address. The WANO subnet’s first useable IP address is the next hop IP address of the

WANO subnet.
Enable Stateful+SNAT on the WANO interface.
Set the WANO Label.
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Deployment - wcus-ecv-nva-01 X
Deployment
| EdgeConnect HA
LAN Interfaces +Add WAN Interfaces +Add
Bandwidth
Mext Hop Interface  VLAN Label IP/Mask ; 1P/Mask | Label FW Mode  VLAN  Interface (Kbps) Next Hop
. -+ 1
and v MNone v 172.24,252.229/28 X 172.24.252.244/28 AZR_INET b Stateful+ v wanl v = 00[;'300 172.24.252.241
A = * 1,000,000 A
P Mo Of = [
% Cale
1
Total Outbound =*| 1,000,000 Kbps < 200,000 Kbps
1 = 1000 06 Shape Inbound
Total Inbound + 1,000,000 Kbps Tua‘ﬁc
2 EC Unlimited v
EdgeConnect
Licensing  pagst 0 Kbps
Save || Cancel

Figure 20. The Deployment tab in Orchestrator.
10. Enter Boost bandwidth, if necessary.
11. Click Save.
12. Click Apply and Reboot on the Reboot Appliance dialog box. The appliance begins rebooting.

13. Repeat the above steps on ECV-2. Wait for approximately 15 minutes for the appliance to be fully operational again.

Create two static routes for enabling BGP

Now that the EC-V is fully configured and operational, you are ready to enable BGP. To do so, you must first create static
routes:

1. Select ECV-1 on the Orchestrator tree.

2. Open Configuration > Routes and select Local/Static.
3. Click the edit icon.

4. Click Add Route.
5

Enter the following settings:

Setting Description

Subnet/Mask Egéer;g;g;‘i.rst BGP endpoint (/32) IP address. Refer to Figure 3 or Figure 32 to find these IP
Next Hop Enter the LANO next-hop IP address.

Interface LANO

—
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Setting Description

Zone Default

Metric Leave default value (50).
Tag ANY

Comments Optional

Routes - weus-ecv=-nva-01 - Segment : Default

x
Routes Add Route - Segment : Default X
Automatically advertise local LAN subnets
Autpmatically advertise local WAN subnets b Rrcihtae byt
N o8 1 2
Metric for automatically added routes Next Hop e
Redistribute routes to SD-WAN fabeic Atestecn YPelo Selec: R Zone =
Filter routes from SD-WAN fabric with match ng local Metric =
Y
Inchude BGP local ASN to routes sent to SD-WAN fabg Tag i hd
; [Azure vHub eBGP Peer #2)
Tag BGP communities to routes Comments
Add Route Find Preferred Route
1 Rows, 1 Selected Search
Edit Subnet/Mask « nfic Commant
# 172.24.252.68/32 1723 g Azure vHub eBGP Peer &1 x
A
Save | | Cancel
Figure 21. A configured Add Route table in Orchestrator.
Click Add.
7. Create the second static route for the second BGP endpoint. Figure 8 shows both static routes.
Routes &
2 Rows Search
Edit Appliance » Segment Subnet/Mask Next Hop Interface Zone State Advertise To Peers... Type Additional Info Comment
/' wous-ecvnva-0l | Defauit 172.24.252.69/32  172.24.252.225 a0 None (¢ “ A Tag ANY Azure vHub eBGP ...
/| wous-ecv-wa-01 | Default 172242526832 172.24.252.275 land None “ N/A Tag ANY Azure vHub eBGP ..

Figure 22. Creating static routes on the Routes tab in Orchestrator.

8. Repeat these steps for ECV-02.

Create static routes for Azure health probes

1. Select ECV-1 on the Orchestrator tree.
2. Open Configuration > Routes and select Local/Static.
3. Click the edit icon.

—
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Enter the following settings:
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Setting Description

Subnet/Mask 168.63.129.16/32

Next Hop Enter the LANO next-hop IP address.
Interface LANO

Zone Default

Metric Leave default value (50).

Tag ANY

Comments Optional

Segment Subnet/Mask Net Hop ~ Interface Zone

Default 172.24.252.69/32 172.24.252.215 Hone
Default 172.24.252.68/32 17228252225 Hone

Default 168.63.120.16/32 172.24.252.225 lan0 None

NA
NA

NiA

Additior

Tag ANY
Tag ANY
Tag ANY

Search

nal Info Comment

Azure vHub eBGP Peer #2
Azure vHub eBGP Peer #1

Azure Health Probes

Figure 23. Creating static routes for Azure Health Probes in Orchestrator.

6. Repeat these steps for ECV-02.

Apply templates and overlays

Now that the appliances are up and operational, we can apply templates and overlays to these appliances.

Note

If you do not currently have your desired BGP route-maps configured as part of your templates you can configure them

now.

1. Select ECV-1 on the Orchestrator tree.

2. Open Configuration > Apply Template Groups.

3. Select your desired template groups and click Apply.
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Apply Template Groups

Edit Templates

View Status
1 Rows

g
g
:

Template Apply Order Appliance

Default Template Group
AD

I <]

weus-ecv-nva-01

AWS - 5PK - Route Maps
Azure - HPE - Route Maps
Azure - SPK - Route Maps

B0 0O

Enable Boost

Disable Boost

Peer Priority
Security Policy
BFD

DMS Proxy

4]

Logging
Logging - No WAN

Spoke - Route Maps

Apply Cancel

Present

Default Template Group

Search

Changes

Add  Azure - SPK - Route Maps, Security Policy

Figure 24. The Apply Template Groups tab in Orchestrator.

Select ECV-1 on the Orchestrator tree.
Open Configuration > Apply Overlays.

Select your desired overlays and click Apply.

Apply Overlays Edit Overlays

View Status

1 Rows
Overlay Adh
BACKHAUL_TEST

REALTIME

g
3
5

Hostname

wous-ecv-mva-01

CLoup
DEFAULT

[« <
o000

Apply Cancel

Overlays Present

Search

Overlay Changes

Add CLOUD, DEFAULT

Figure 25. The Apply Overlays tab in Orchestrator.

Enable BGP

Now that the static routes are created, perform the following tasks to establish the BGP sessions:

1. Select ECV-1 on the Orchestrator tree.
2. Open Configuration > BGP.

3. Click the edit icon.

4. Under BGP Peers, click Add.

5

Enter the following settings:

—




Deploying HPE Aruba Networking EdgeConnect Enterprise in Azure Virtual WAN
DISCLOSURE STATEMENT

Page 23

Setting Description

Peer IP Primary Azure BGP Peer (same address as the /32 Static Route added in the previous step)
Peer Adjacency Single Hop

Local Interface lan0

Peer ASN 65515

Override ASN Not selected

Peer Type Branch

Soft Reconfiguration Selected

Outbound route map

Select your templated route-map.!

Inbound route map

Select your templated route-map.?

Keep Alive Timer

Hold Timer

15

11If you do not have BGP outbound route-maps created in templates, please see Appendix for the recommended local route-map
configuration.

2 |f you do not have BGP inbound route-maps created in templates, please see Appendix for the recommended local route-map
configuration.

—
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BGP - wecus-ecv-nva-01 - Segment : Default

X
BGP Information p Peer - %
Enable BGP -
Autonomous System Number 65201 BGP Peer Information
Router ID erl Peer IP 172.24.252.68
Graceful Restart Peer Adjacency
Max Restart Time 120 L (1..3600 Local Interface v
Stale Path Time 150 1 (1..3608 Pear ASN 65515
AS Path Propagate TR (]
Peer Type Branch w
BGP Peers Routes learmed from PE-router pear will 1 2y G Y
Add Admin Status [UP| DOWN
1 Rows, 1 Selected Soft Reconfiguration Search
Edit Pa Remote ASN | Override ASN Tyl Next-Hop-Self | MTime | SR Reconfig.. BFD Adjacency
#  172.24.252.68 65515 No Branch -[ nBoand reiss map SPC01_PEER 01N > # 10 Yes Na Single-Hop X
1 Outbound route map SPK-01-PEER_01_OUT v| &
BFD
Keep Alive Timer* 5 0.6 Sec
Hold Timer* 15 Sec
Adrmin Cown, Up foe ch
Enable MD5 Password [ 1
Password e
.‘ Confirm Password r
Update Close
Figure 26. The Update Peer dialog box in Orchestrator.
6. Repeat the steps above for the second peer. Make note of the route-map applied to Peer 1 and 2; these should be
configured according to your desired operation.
BGP - wcus-ecv-nva-01 - Segment : Default F3

BGP Information §
Enable BGP [ o]

Autonomous System Number 65_201_

Router ID [172.24.252.229
Graceful Restart
Max Restart Time [ 7: (1..3600) Sec
Stale Path Time | (1..3600) Sec
AS Path Propagate
BGP Peers

Add

2 Rows, 1 Selected

is common for BGP and OSPF;

changing it here will updat

Search
Edit IP & Remote ASN Override ASN Type Local Interfac... | Next-... Inbound Route Map Outbound Route Map Keep Alive ... | Hold... | Soft Reconfig... BFD Adjacency
£ 172.24.252.68 65515 No Branch 1an0 No SPK-01_PEER_01_IN SPK-D1-PEER_01_OUT 5 15 Yes N Single-Hop x
& 172.24.252.69 65515 No Branch lan0 No SPK-01_PEER_02_IN SPK-01-PEER_02_OUT 5 15 Yes No Single-Hop x

Figure 27. The BGP Information tab in Orchestrator.

7. Repeat the steps above for ECV-2.

—
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Appendix

7 weus-vwan-hub | BGP Peers x
" Wirtual HUB

! Search (Cmd+/) | |- Add 1 ) Refresh

B Overdew ~~ Essentials JSOM View

i Mame ASN
Connactivily weus-vwan-hub B5515
1 VPN (Site to site) Location IP
‘West Central US 17224 252 68,172.24 252 .69
£, ExpressRoute
A User VPN (Point to site) I:‘ Name T4 ASN TL IPvd Address T4 Virtual Network connection TL
Mo results

Routing

BGP Peers
2 Route Tables
BB Effective Routes
Security

@ Azure Firewall and Firewal
Manager

Third party providers

1. Metwerk Virtual Appliance

Figure 28. The BGP Peers page in Virtual WAN Hub.

Local BGP route-map configuration steps

If you do not have your route-maps configured as part of your templates the following steps can be used to configure local
route-maps on the appliance. This is not best practice, but can be used temporarily if change controls do not allow global
template configurations etc.

1.

© ® N o o~ 0D

N
o

Click the edit icon next to Outbound route map.
In the drop-down menu, select default_rtmap_bgp_outbound_br.
Click Clone Map.
Give the new map a name (for example, AZURE_PEER-1_OUT).
Click Clone.
Remove lines 65505, 65525, and 65535.
Edit lines 65485, 65495, and 65515, and change the Set Action for ASN Prepend Count = 1.
Click Clone Map.
Give the new map a name (for example, AZURE_PEER-2_OUT).
. Edit lines 65485, 65495, and 65515, and change the Set Action for ASN Prepend Count = 2.

Refer to Figure 29 for an example of what the result should look like.
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BGP outbound Route Redistribution Maps
AZURE_PEER-1_OUT v Add Map || Delete Map | | Rename Map | [ Clone Map_
Add Rule 3/128 rules used
Edit Priority Match Criteria Set Actions
& 65485 | Source Protocol SD-WAN (OSPF) Prepend Count 1
W 65495 Source Protocol SD-WAN (BGP) Prepend Count 1
& 65515 Source Protocol SD-WAN (Local/Static) Prepend Count 1
BGP outbound Route Redistribution Maps
AZURE_PEER-2_OUT v Add Map Delete Map Rename Map Clone Map
Add Rule 3/128 rules used
Edit Priority Match Criteria Set Actions
& 65485 Source Protocol SD-WAN (OSPF) Prepend Count 2
& 65495 Spurce Protocol SD-WAN (BGP) Prepend Count 2
& 65515  Spurce Protocol SD-WAN (Local/Static) Prepend Count 2
BGP - wous-ecv-nva-01 - Segment : Default
BGP Information @
Enable BGP [ o]
Autonomous System Number igsﬂzioil |
Router ID iI?Z 24i52329 | {Router ID is common for BGP and OSPF; changing it here will update it for OSPF]
Graceful Restart
Max Restart Time ](1..3600) Sec
Stale Path Time ](1..3600) Sec
AS Path Propagate
BGP Peers
Add |
2 Rows, 1 Selected
Edit IP a Remote ASN Owverride ASN Type Local Interfac... | Mext-Hop-Self... | Inbound Rout... | Outbound Route Map
& 172.24.252.68 65515 No Branch lanD Mo default_rtma... AZURE_PEER-1_OUT
#  172.24.252.69 65515 No Branch lanD Mo default_rima... AZURE_PEER-2_OUT

Permit
Allow
Allow

Allow

Permit
Allow
Allow

Allow

Keep Alive Ti... | Hold...
5 15

5§ 15

8 Orchestrator Reserved Range

Enable Comment
Yes X
Yes X
Yes X
X
B Orchestrator Reserved Range
Enable Comment
Yes X
Yes x
Yes X
x
Search
Soft Reconfig... BFD Adjacency
Yes No Single-Hop X
Yes No Single-Hop X

Figure 29. Local BGP route map configurations.

Where to find configuration items

If you do not have the EdgeConnect ASN that was configured in the NVA deployment steps, you can find it by
going to Subscriptions > Resources > Filter "Type = Managed Applications'Wanaged Application.

Home > Subscriptions > SPAzure-SELab
wmn
o
=mg

Subscription
P Search
Overview

B Activity log

>

Access control (IAM)
Tags

Diagnose and solve problems

a s e

Security

Events

SPAzure-SELab | Resources =

{ Create 53 Manage view () Refresh

Filter for any field. | Resource group equals all < T

© () Unsecure resources Srmmendations

[ Name *
[0 & sewanEastwva

r 1
& weuseornva

4 ExporttoCSV %%

Guals Managed application <

Open quen

Type Ty
Managed application

Managed application

Location equals all

7 Add filter

Resource group 74
SP-SEWAN-East

SP-CRobertsen

No grouping v

Location T

EastUS

EastUS

== List view ~

Subscription T4
SPAzure-SELab

SPAzure-SELab

Figure 30. The NVA Resources page.

—
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Under the managed application screen, click Parameters and Outputs.

Home > Subscriptions

Managed application
[ 7 search

& Overview

B Activity log

B Access control (IAM)

@ Tags

Settings

%% Parameters and Outputs

= Autherizations
Identity

I Properties

3 Locks

Monitoring
Alerts

Automatian

Ti Tasks (preview)

% Export template

Support + troubleshooting

2 New Support Request

SPAzure-SELab | Resources

53 SEWANEastNVA | Parameters and Outputs

9 parameters =

SEWANEastNVA

Name Type parameter
hubid sting |
deploymentName String WCUS-ecv-nva-sewan-east
location String westcentralus
scaleUnit String 2
edgeConnectAccountName String _
adBaConagALESIINY Sving i |
edgeConnectTag String
edgeConnectASN SHing — 64512

0 output 2=
Name Type output
No results

Figure 31. The NVA Parameters and Outputs page.

If you do not have the Virtual WAN Hub ASN or BGP Peer IPs you can find them by going to Virtual WANs > Select your
Virtual WAN > Hubs > Select your Hub, and under Routing, select BGP Peers.

The peer IPs and ASN can be found in the upper-right corner of the screen.

Search
S Overview
Connectivity
@* VPN (Site to site)
A ExpressRoute
&' User VPN (Point to site)
Routing

BGP Peers
@ Route Tables

B Effective Routes

Security

Manager

Third party praviders

Home > Virtual WANs > SEWAN-East-VWAN | Hubs

® SEWAN-East-VWAN-Hub1 | BGP Peers

o Azure Firewall and Firewall

¥ Network Virtual Appliance

Add () Refresh

A Essentials

Name SEWAN-East-VWAN-Hub1

Location : East US

[] Name

No results

SEWAN-East-VWAN-Hub1

b4

JSON View

ASN : 65515

P 10.1.105.69,10.1.105.68

T4 IPv4 Address T4  Virtual Network connection ™

Figure 32. The NVA BGP Peers page.
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