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1 Overview

An HPE Aruba Networking EdgeConnect SD-WAN instance, referred to throughout this guide as EdgeConnect-Virtual
(EC-V), can be deployed as a virtual machine (VM) in Oracle Cloud Infrastructure (OCI). This guide explains the process
of deploying an EC-V in OCI by copying an EC-V Custom Image from an Object Storage bucket hosted on an HPE-owned
Oracle Cloud account to your Oracle Cloud account. After the image is successfully copied, you will utilize a Terraform
template to deploy the EC-V into either an existing or new Oracle Cloud Virtual Cloud Network (VCN).

[

NOTE: The procedures in this guide provide an example of how to deploy an EC-V image. The versions of the
EC-V image and third-party products used in this example are for illustrative purposes only. For other EC-V
versions, refer to the relevant HPE Aruba Networking EdgeConnect release notes and product documentation.
For other versions of third-party products, refer to the product documentation for the specific version.

2 Prerequisites

Before you deploy, you must have the following:

An existing Oracle account

Permission to deploy a VM from the Oracle Cloud

3 Import an EC-V Image into Your Oracle Cloud Account

To deploy Orchestrator in OCI:

o ok~ wbd -

Log in to the OCI Console.

Click Navigation menu at the top-left of the screen.

Click Compute.

Click Custom Images.

Select the compartment where you want to deploy the EC-V.

Click Import image, and then enter the appropriate information for your configuration:

Field Description

Create in
compartm Select your compartment.
ent

Name Enter a name for the custom image. Example: edgeconnect-9410

Operating

System Click Generic Linux, and then select the Import from an Object Storage URL radio button.

Object https://silverpeak.objectstorage.us-ashburn-1.oci.customer-
Storage  oci.com/p/eVvnpszwY4rWCINBRgSC9gMtJL 1EsU4dbl9WdAAXQrXyffeVHFyQeTZALPJBwQ97/n/silv
URL erpeak/b/DFernando/o/EC-V-9.0.3.0 89633

E—


https://silverpeak.objectstorage.us-ashburn-1.oci.customer-oci.com/p/eVvnpszwY4rWCiNBRqSC9gMtJL_1EsU4dbl9WdAXQrXyffeVHFyQeTZALPJBwQ97/n/silverpeak/b/DFernando/o/EC-V-9.0.3.0_89633
https://silverpeak.objectstorage.us-ashburn-1.oci.customer-oci.com/p/eVvnpszwY4rWCiNBRqSC9gMtJL_1EsU4dbl9WdAXQrXyffeVHFyQeTZALPJBwQ97/n/silverpeak/b/DFernando/o/EC-V-9.0.3.0_89633
https://silverpeak.objectstorage.us-ashburn-1.oci.customer-oci.com/p/eVvnpszwY4rWCiNBRqSC9gMtJL_1EsU4dbl9WdAXQrXyffeVHFyQeTZALPJBwQ97/n/silverpeak/b/DFernando/o/EC-V-9.0.3.0_89633
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Image

Select OCI.
type

; NOTE: The object storage URL above imports an EC-V 9.0.3.0 image from an HPE-owned Oracle Cloud account.
z | l If your SD-WAN fabric uses a different EdgeConnect Operating System (ECOS) version than 9.0.3.0, you can
upgrade the EC-V to your desired version after the EC-V is deployed.

Click Import image.
8. After the image is imported, select it.

The Custom Image Details page appears.
9. Copy the OCID, as shown below.

Oracle-Cloud-9.0.3.0_89633-image

Create instanco Edit datals Edt image capabilities Export Mo Actions =

Custom image information Compatliie shapes Tags
Custom image information /

OCID: ocid mage acl iad aa8aadaa ]y < I B Copy Launch mode: PARAVIRTUALIZED

[

AVAILABLE Original image: - Created: Thu, Jun 10, 2021, 185433 UTC
Compartment: silverpeak (rootpSP
Skre (MB): 47654
Billable size (GB): 2 (i

Launch options
nch oplions includs 1 Rebmordng type and bool volum sttachment ype used whin BUnching & virtual Maching istance

NIC attachment type: PARAVIRTUALIZED Fimeare: BIOS
Remaote data vodume: PARAVIRTUALIZED Boot voluma type: PARAVIRTUALIZED

4 Update the Terraform Template

After you have imported the EC-V image into your Oracle Cloud account, next you will download and update the
Terraform template you will use to deploy the EC-V.

To download and update the Terraform template:
1. Click the following link to download the 9.3.8.1 96913.zip file:
https://www.arubanetworks.com/techdocs/sdwan-PDF s/deployments/ECOS-9.3.8.1_96913.zip.

2. Unzip the file and then use a text editor to open the variables. tf file.

3. Replace the OCID in line 23 with the OCID value you copied in step 9 above.


https://www.arubanetworks.com/techdocs/sdwan-PDFs/deployments/ECOS-9.3.8.1_96913.zip
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" vanablestf @

#variables declared in this file must be declared in the marketplac

qudpppRapbppgaaaaaapEaprrrey
# Hidden Variable Group #
SHER AR AR AR
variable "tenancy ocid” {

1

J

variable "region™ {

;

EEEEELDEDEEE SRR R iR

# Marketplace Image #
SRR R R S RN AR

EEEEEE S LN DR LR S
# Custom Im.;l[:l‘-.': 3
SR AR AR S SRR AR AR AR

variable “custom_image id" {
dl.image .lad.aaaaaaaa’
“Custom Imag D™

4. Save and close the variables. tf file.

5. Create a new .zip file that includes the updated variables. t £ file.

5 Deploy the EC-V

After you have updated the Terraform template used to deploy the EC-V image, you are ready to create an EC-V:
1. In the Oracle Console, open the navigation menu and then click Developer Services.
2. Under Resource Manager, click Stacks.
3. Click Create Stack.
4. On the Create stack page, under Choose the origin of the Terraform configuration, select My configuration.
5

Click .Zip file, and then add the updated zip file you created in step 5 above. You can either drag the file onto the
dialog’s control or click Browse and navigate to the location of the file or folder.

The page is populated with information contained in the Terraform configuration.
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Create Stack

o Stack Information A stack is a Terraform configuration that you can use to provision and manage your OCl resources. To provision the resources defined in your stack,
apply the configuration.

Choaose the origin of the Terraform configuration. The Terraform configuration outlines the cloud resources to provision for this stack. Learn more

Configure Variables

© My Configuration

Template

Select an Oracle-provided template or private template

Source Code Control System

Select a Teraform configuration from GitHub or

Existing Compartment

Stack Gonfiguration (&)

Terraform configuration source

Folder Object Storage Bucket @ Zip file

&> Drop a zip file. Browse

Select the compartment where you want to create the stack.

Clear the Use custom Terraform providers check box.

© N o

Enter a stack name and description.

9. For Terraform version, select version 0.13.
10. (Optional) Add tags.

11. Click Next.

12. Complete the fields under Compute Configuration. In the User Data Configuration field, enter your HPE Aruba
Networking account name and key. This makes the EC-V appear in the Orchestrator.

f NOTE: Make sure to enter a single-line SSH public key, as shown in the image below. Do not enter a multi-line
SSH public key.
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Create Stack

Stack Information
9 Configure Variables

Configure the variables for the infrastructure resources that this stack will create when you run the apply job for this execution plan

Compute Configuration

edgeconnect

VM. Standard2 4

Single-Line SSH Key:

Multi-Line SSH Key:

E PuTTY Key Generator
File Key Conversions Help
Key
Public key for pasting into OpenS5H authorized_keys file:
~
v

Key fingerprirt: |

Key comment [reakey-20240112

Key passphrase: |

Confirm passphrase: |

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key
Parameters

Type of key to generate:
®RsA

Number of bits in  generated key

ODsA (O ECDSA

Load
Save public key Save private key
(O EdD3A () S5H-1 (RSA)
2048

———— BEGIN 55H2 PUBLIC EEY ————
Comment: "rsa-key-20240112"

———— END 55H2 PUBLIC EEY —-—-

13. Complete the fields under Virtual Cloud Network and User Data Configuration.

14. Click Next.

15. Click Create. After the stack is created, the instance details including MAC address information are displayed in

the logs, as shown below.
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ormjob20210827012314

EditJob | Download Teraform Configuration amaf at Add Tags

Job Information Tags

OCID: . jTTkmq Show Copy Compartment: silverpaak (root)

Job Type: Apply Plan Job ID: Autoratically approved

State: @ Succeeded Working Directory: Custom_9.0.3.0

Start Time: Fri, Aug 27, 2021 01:2314 UTC End Time: Fri, Aug 27, 2021, 01:24:57 UTC

Resources Logs

Logs
[PLPLLERIRYEl  Show Timestamps

Variables
e_ips.wané_vnic_private_ips: Read complete after os

Job Resources
Dutputs

c: Still creating... [1
creation complete after

private_ips: Read complete after @s

Apply complete! Resources: 22 added, @ changed, ® destroyed.

Dutputs:

instance_wang_private
instamce_wan@_public_ip = 1

16. Record the MAC addresses of the interfaces, as they are needed when configuring the EC-V instance later.

6 Provision the EC-V Instance in Orchestrator

If you entered your account name and account key while deploying the EC-V instance, the EC-V instance should be
discovered on the Orchestrator.

To add the EC-V into the SD-WAN fabric:

1.

2.
3.
4

Log in to Orchestrator.
Navigate to Configuration > Overlays & Security > Discovery > Discovered Appliances.
Click Appliances Discovered.
Click Approve.
The Upgrade Appliance screen appears.
Click Skip to proceed or perform the upgrade to the required software version.
The Appliance Wizard appears.
On the first page of the wizard, configure the following information:
a. Inthe Appliance field, enter a name for the appliance.
b. Select a group in which the EC-V will be placed.
c. Enter a new admin password.
d

Enter a location.

—
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e. If you are going to deploy two or more EC-V instances in a Traditional HA mode, enter a site name. This
prevents the Orchestrator from building SD-WAN tunnels between the appliances in an HA cluster.

7. Click Next.

8. On the second page of the wizard, click Next.

@ NOTE: You will configure the EC-V instance in Router mode after it is added on the SD-WAN fabric.

9. (Optional) On the third page of the wizard, enter a Loopback interface if needed. Otherwise, click Next.

10. On the fourth page of the wizard, select the Automatically advertise local subnets check box to advertise local
LAN subnets to the SD-WAN fabric, and then click Next.

11. On the fifth page of the wizard, apply any Business Intent Overlays and Template Groups if needed, and then
click Apply to complete the provisioning of the EC-V appliance in Orchestrator.

A final status on the wizard appears indicating all the provisioning parameters successfully applied on the EC-V.

7 Assign MAC and IP Addresses on the EC-V

To assign MAC addresses and IP addresses on the EC-V:
1. Log in to Orchestrator.
2. Select the EC-V in the instance, and then navigate to Configuration > Networking > Interfaces.
3. Assign the WANO and LANO MAC addresses using the MAC address information that you recorded earlier:
a. Click the Edit icon on one of the Interface rows to open the Interfaces dialog box.
b. Click the MAC field for the wanQ interface, and then select its MAC address from the drop-down menu.
c. Click the MAC field for the lan0 interface, and then select its MAC address from the drop-down menu.
d. Click Apply. You will be prompted to reboot the EC-V instance, but do not reboot the EC-V yet.
4. In the appliance tree, select the EC-V and navigate to Configuration > Networking > Deployment.
Configure deployment parameters for the EC-V:
a. Click the Edit icon of a deployment row to open the Deployment dialog box.
Click the Router tab.
Under LANO IP/Mask, enter the LANO interface private IP address/subnet mask.
Under WANQO IP/Mask, enter the WANQO interface private IP address/subnet mask.
Leave LANO Next Hop blank.
Under WANO Next Hop, enter the first IP address of the WANO subnet address space.

Enter the Total Outbound and Total Inbound bandwidth (Kbps) for the WANO interface, and then click
> Calc.

h. Set WANO Firewall Mode to Stateful+SNAT.

i. Under WAN Next Hop, click Not behind NAT, and then select NAT in the NAT Settings dialog box. This
allows Orchestrator to use the WANO public IP address as the tunnel endpoint when establishing
underlays to the WANO interface.

j-  Click Apply.

-~ 0 a0 T

@

k.  When prompted, click Apply & Reboot.

I.  After the VM reboots, navigate to Configuration > Networking > Interfaces and verify that the WANO
public IP address appears in the table.
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m. (Optional) To upgrade the EC-V appliance to a different software version, navigate to Administration >
Software > Upgrade > Upgrade Appliances. Refer to the Release Notes for information about available
software versions.
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