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Introduction 
Overview of HPE Aruba Networking SD-WAN Orchestrator and EdgeConnect appliances 
HPE Aruba Networking SD-WAN Orchestrator and SD-WAN EdgeConnect appliances are important components of HPE 
Aruba Networking’s SD-WAN solution, designed to simplify and enhance enterprise networking. 

• HPE Aruba Networking SD-WAN Orchestrator serves as the centralized management console, enabling 
administrators to configure, monitor, and manage the entire SD-WAN network from a single pane of glass. It provides 
workflows for creating policies, optimizing application performance, and orchestrating secure connectivity across 
distributed environments. 

• HPE Aruba Networking SD-WAN EdgeConnect appliances, available in both physical and virtual form factors, 
operate at the network edge to deliver high-performance routing, application optimization, and secure connectivity. 
They are designed to seamlessly integrate with existing network infrastructures, offering flexibility and scalability for 
enterprise deployments. 

The system integration diagram below provides a high-level view of the various integration points for the Orchestrator and 
the EdgeConnect appliances. 

 

Figure 1. Systems integration overview Orchestrator and EdgeConnect devices. 

Purpose and scope 
This technical overview aims to guide software developers, network monitoring developers, and system engineers who 
seek to understand and leverage the integration capabilities of Orchestrator and EdgeConnect Operating System (ECOS) 
appliances. It will: 

• Provide an overview of all available integration points for the Orchestrator and ECOS 9.5 releases. 

• Explain how these integration points can be utilized to achieve specific operational and monitoring features, such as 
receiving alarms, configuring devices, or collecting telemetry data. 
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• Offer insights into best practices for implementing these integrations to maximize efficiency, scalability, and reliability. 

Readers of this guide will understand how to use EdgeConnect SD-WAN’s integration capabilities to enhance their SD-
WAN solutions. 

Intended audience 
The document is intended for software developers, network monitoring developers, and system engineers who want to 
know the integration points for Orchestrator and EdgeConnect appliances and seek to receive logs and alarms with SIEM 
applications or SNMP information, but need to see the entry points in the solutions or aim to build applications by 
leveraging the APIs. 

HPE Aruba Networking SD-WAN Orchestrator integration points 
The Orchestrator has three points of integration: REST APIs, Notification Services, and SMTP. This section provides 
details about each Orchestrator integration point. 

Orchestrator REST APIs 
There are several ways to access the REST APIs. Orchestrator REST APIs can be accessed through the Swagger 
application located in the Orchestrator’s Support menu. You can test each of the APIs from the Orchestrator by clicking 
the Try it now button. In addition, the HPE Aruba Networking Developers Hub API reference is available for each version 
after the Orchestrator release, starting with 9.3. The Postman collection can also be accessed through the HPE Aruba 
Networking Developers Hub (for the direct link, see the Appendix). Postman collection provides samples for Orchestrator 
and ECOS API endpoints to test in a Postman workspace. Finally, the APIs for Orchestrator and EdgeConnect can be 
downloaded from the HPE Aruba Networking Support Portal, if you have an account. 

Note 
When this option is enabled, the Swagger application uses the current instance of the Orchestrator to make changes. 
Exercise caution when testing the REST APIs. 

To access the API endpoints using the built-in Swagger application, log in to Orchestrator, and then navigate to Support 
> User Documentation > REST APIs. The Orchestrator REST APIs Swagger application launches in a separate browser 
tab. Figure 2 shows the Orchestrator Swagger application. Use careful consideration when testing the APIs, as the 
application will use the Orchestrator to POST or PUT data. 
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Figure 2. Orchestrator REST APIs Swagger application. 

The Swagger application will provide the tag name, and the API endpoints are in the sub-menu. The EdgeConnect 
Swagger application is covered in HPE Aruba Networking EdgeConnect appliance integration points. 

Orchestrator Notification Service 
The Orchestrator Notification Service is a centralized mechanism provided by HPE Aruba Networking SD-WAN 
Orchestrator to deliver real-time alarm notifications and event information to external systems. This service aggregates 
notifications from all connected EdgeConnect appliances and forwards them to configured destinations using multiple 
protocols. It supports integration methods such as HTTP, HTTPS, Syslog, Kafka, and WebSocket, enabling 
communication with network monitoring tools, service provider platforms, and other third-party systems. 

The Notification Service is essential for proactive network management and automation, especially for large-scale service 
providers and enterprises. It includes: 

• Real-time monitoring: This service ensures prompt delivery of alarms and critical events, enabling immediate action to 
minimize network downtime. 

• Integration with monitoring tools: The Notification Service provides network teams with centralized visibility and 
analytics by forwarding notifications to SIEMs, NMS, or other monitoring platforms. 

• Operational efficiency: Automating alarm handling reduces manual intervention, enabling faster incident response 
and improving overall operational efficiency. 

• Scalability for service providers: The ability to use multiple protocols ensures compatibility with diverse monitoring 
platforms, making it easier for service providers to offer managed services across varied customer environments. 

You can configure the following five notification services on the Remote Log Receivers tab. Supported protocols and ports 
are also configurable. 

Protocol Port 

HTTP TCP port 80 (default, configurable) 
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Protocol Port 

HTTPS TCP port 443 (default, configurable) 

Syslog UDP port 514 (default, configurable) 

Kafka Configurable TCP port 9002 

WebSocket N/A 

Overview for configuring notification services 
The Orchestrator Notification Service supports five main integration protocols: HTTP/HTTPS, Syslog, Kafka, and 
WebSocket. Below is a detailed guide on configuring each protocol. 

HTTP/HTTPS 
HTTP and HTTPS are protocols used to request and transfer data between clients and servers, usually over the internet. 
HTTP is a request-response protocol, where clients send requests to a server and the server sends back a response. 
HTTPS uses encryption for secure communication. HTTP/HTTPS are used for transmitting logs or data such as sending 
logs over HTTP to a central logging system or API endpoint. For detailed information on HTTP/HTTPS, please refer to the 
logging documentation on the HPE Aruba Networking EdgeConnect SD-WAN Documentation site: 
https://arubanetworking.hpe.com/techdocs/sdwan/docs/white-paper/orchestrator-logs/ 

Some of the SIEMs include Splunk HTTP Event Collector (HEC) and Microsoft Sentinel. 

Configure HTTP/HTTPS notifications 

Use HTTP/HTTPS to send notifications to REST endpoints, such as webhook URLs for SIEMs or ticketing systems. To do 
this: 

1. Log in to Orchestrator, and then navigate to Support > Technical Assistance > Remote Log Receiver. 
2. From the Add Receiver drop-down menu, select HTTP or HTTPS. 

3. Enter the destination URL (for example, a webhook endpoint). 

4. (Optional) If required by the destination, configure the authentication method (API Key or Basic Auth). 

5. Set the desired alarm severity levels to be forwarded. 

6. Click Save. 

Example output: 

{'sequenceId': 9535484, 'timestamp': '2021-11-16T23:28:56Z', 'hostname': 'seteam-orch-
use1.silverpeak.cloud', 'appName': 'ALARM', 'severity': 'CLEARED', 'msgId': 262153, 'data': 
{'clearable': False, 'acknowledged': False, 'perceivedSeverity': 'CLEARED', 'alarmCategory': '', 
'source': 'System', 'systemId': '1384.NE', 'systemHostname': 'TheHague-Keinke', 'alarmId': 5837653, 
'raisedTime': 1637105336000, 'clearedTime': 1637106236000, 'description': 'NTP servers 85.21.78.91, 
195.201.19.162 are unreachable', 'recommendedAction': 'Check appliance"s NTP server IP and version 
config. Can appliance reach the NTP server? Is UDP port 123 open between Appliance"s mgmt0 IP and NTP 
server?', 'closed': True, 'ackUserId': '', 'ackTime': 0, 'clearUserId': 'Appliance : System', 
'additionalInformation': ''}, 'message': 'CLEARED|System|NTP servers 85.21.78.91, 195.201.19.162 are 
unreachable||9535484|2021-11-16T23:28:56Z||||TheHague-Keinke'} 

Syslog server 
Syslog is a standard for logging system events. It transmits log messages from devices to a central server using the 
Syslog protocol (RFC5424). It uses both UDP for non-critical data and TCP for reliable delivery. Syslog is used primarily 
for logging and monitoring network devices and servers. A Syslog server collects and stores log data from various 
systems, facilitating easier management and analysis of system events, which aids in troubleshooting. 

https://arubanetworking.hpe.com/techdocs/sdwan/docs/white-paper/orchestrator-logs/
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The Orchestrator supports a Syslog server, configurable on the Remote Logging tab. For detailed configurations and log 
descriptions, please refer to the logging documentation at https://arubanetworking.hpe.com/techdocs/sdwan/docs/white-
paper/orchestrator-logs/. 

Syslog also uses TLS certificates and CA certificates for secure communication and data transmission. The Remote Log 
Receivers setup includes a Protocol column and a Client Certificate. 

TLS certificates and CA certificates 

EdgeConnect uses TLS for secure communication between its components, encrypting data transmission for better 
security. CA certifications validate entities in the network, ensuring secure communication and VPN tunnel authentication. 

The following steps are required to add TLS and CA certificates to transfer logs securely: 

1. Navigate to Support > Technical Assistance > Remote Log Receiver. 
2. With the TCP SSL protocol selected, click Add in the Client Certificate column. 

 

Figure 3. Configuration settings on Remote Log Receivers tab. 

The Add Remote Receiver SSL certificate dialog box opens. 

3. Select the certificate and files, or generate a new certificate, and then click Add. Fluent Bit uses the client certificate to 
authenticate itself with a log server. 

Configure Syslog 

To forward alarms and events to a Syslog server for centralized logging and analysis: 

1. Navigate to Support > Technical Assistance > Remote Log Receiver. 
2. From the Add Receiver drop-down menu, select SYSLOG. 

3. Enter the Syslog server’s IP address or hostname and port number (default: UDP 514). 

4. Select the preferred format for Syslog messages (for example, RFC 5424). 

5. Select the alarm severity levels to forward. 

6. Click Save. You can validate the configuration by checking for incoming logs on the Syslog server. 

Kafka 
Kafka is a distributed streaming platform that is used in real-time data and stream processing. Kafka is built on a 
publishing-subscribe messaging model. Producers such as the Orchestrator send messages to Kafka, and consumers 
subscribe to these topics to retrieve messages. 

Configure Kafka notifications 

To stream notifications to Kafka topics for high-throughput event processing and integration with modern data pipelines, 
navigate to Support > Technical Assistance > Remote Log Receiver. 
Example output: 

https://arubanetworking.hpe.com/techdocs/sdwan/docs/white-paper/orchestrator-logs/
https://arubanetworking.hpe.com/techdocs/sdwan/docs/white-paper/orchestrator-logs/
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{"sequenceId":11836,"timestamp":"2020-05-
21T08:56:42Z","hostname":"prahaspo.praguelab.internal","appName":"ALARM","severity":"CLEARED","msgId":
262189,"data":{"clearable":true,"acknowledged":false,"perceivedSeverity":"CLEARED","alarmCategory":"",
"source":"Ping for sp-ipsla.silverpeak.cloud,8.8.8.8,8.8.4.4 on Port wan2.624 label 
EU_IN","systemId":"1.NE","systemHostname":"PrahaHA-
Sec","alarmId":5737,"raisedTime":1590051402000,"clearedTime":1590051725000,"description":"An IP SLA 
monitor is in the Down state","recommendedAction":"An IP SLA monitor has reported Down status. Please 
check and correct the source of the failure.","closed":true},"message":"CLEARED|Ping for sp-
ipsla.silverpeak.cloud,8.8.8.8,8.8.4.4 on Port wan2.624 label EU_IN|An IP SLA monitor is in the Down 
state||11836|2020-05-21T08:56:42Z|||"} 

WebSocket 
WebSocket is a protocol for full-duplex communication between a client and server over a single, long-lived connection. 
Unlike HTTP/HTTPS, which is unidirectional and request-response-based, WebSocket allows real-time bidirectional 
communication. It is perfect for applications needing low latency, such as real-time monitoring dashboards, live 
notifications, and chat applications. For instance, a live monitoring dashboard can use WebSocket to update in real time 
with logs or system events. 

Configure WebSocket notifications 

To stream real-time bidirectional communication over a single connection: 

1. Navigate to Support > Technical Assistance > Remote Log Receiver. 
2. From the Add Receiver drop-down menu, select WEBSOCKET. 

3. Enter the WebSocket details, including name, log type, and IP allow list. 

4. Click Save. 

Note 
To connect to the Orchestrator WebSocket, do one of the following: 

• Include the key in the HTTP header “X-Auth-Token”. 

• Append the key as the query parameter “key” to the WebSocket URL. 

Example output: 

{"sequenceId":214258,"timestamp":"2023-02-22T16:15:42.941833Z","hostname":"ip-172-10-0-148.us-east-
2.compute.internal","appName":"ALARM","severity":"CRITICAL","msgId":65544,"data":{"clearable":true,"ac
knowledged":false,"severity":"CRITICAL","alarmCategory":"","source":"to_azr-spk-scus-ecv-02_INET2-
AZR_INET","systemId":"51.NE","systemHostname":"Olathe-Robertson-
02","alarmId":236816,"raisedTime":1677082542000,"clearedTime":0,"description":"Tunnel local IP address 
not owned by this appliance","recommendedAction":"Delete the tunnel and re-create it with a valid IP 
address.","closed":false,"ackUserId":"","ackTime":0,"clearUserId":"","additionalInformation":"","alarm
TypeId":65544},"message":"CRITICAL|to_azr-spk-scus-ecv-02_INET2-AZR_INET|Tunnel local IP address not 
owned by this appliance||214258|2023-02-22T16:15:42.942986Z||||"} 

Table comparison for Syslog, Kafka, HTTP/HTTPS, and WebSocket 
The following table provides a feature comparison for each available notification service. 

Feature HTTP/HTTPS Syslog Kafka WebSocket 

Primary use 
Transmits logs and alarm 
notifications via web APIs 
or webhooks. 

Collects logs and 
forwards alarms (e.g., via 
SNMP traps) from 
network devices, 
systems, servers, and 
appliances. 

Streams events in real 
time, aggregating both 
logs and alarms for high-
throughput, distributed 
systems. 

Provides real-time, 
bidirectional 
communication for both 
live logs and immediate 
alarm notifications. 
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Feature HTTP/HTTPS Syslog Kafka WebSocket 

Scalability 

Features limited 
scalability for processing 
very high volumes of logs 
or alarm events. 

Handles large volumes of 
logs and alarms. 

Features high scalability, 
ideal for handling high 
throughput of both logs 
and alarms across 
distributed systems. 

Efficient for real-time 
alarm alerts; not designed 
for processing large-scale 
log data. 

Standardization 
Supports custom formats 
(e.g., JSON, XML) for 
transmitting data. 

Uses a standardized 
protocol (Syslog RFC) 
that is widely adopted for 
both log and alarm 
message transmission. 

Employs custom 
message formats (e.g., 
JSON); can handle logs 
and alarms as continuous 
streams. 

Utilizes custom real-time 
protocol for data 
exchange. 

Security 

Ensures secure 
communication for 
transmitting both logs and 
alerts. 

Includes basic security 
features such as those 
with TLS, help secure log, 
and alarm transmissions. 

Places the Orchestrator 
on-prem or has Kafka 
server or cluster in 
internal network.   

Utilizes secure 
WebSockets. 

Real-time support 

Is more appropriate for 
batch transmission of 
logs and alerts than for 
real-time streaming. 

Facilitates real-time log 
collection and alarm 
transmission, allowing for 
prompt detection and 
response. 

Excels in real-time 
streaming for logs and 
alarms.  

Provides real-time 
communication, ideal for 
interactive alarm 
dashboards and instant 
alert notifications. 

Best use case 

Secure, web-based 
integrations where logs 
and alarms are sent via 
APIs, particularly in 
managed service 
situations. 

Environments that 
demand wide 
compatibility with legacy 
network devices and 
standardized protocols for 
log and alarm collection. 

Large-scale, distributed 
systems that require 
reliable, real-time 
streaming with 
guaranteed delivery of 
logs and alerts. 

Interactive applications 
and dashboards that 
need instantaneous, 
bidirectional 
communication for live 
monitoring and quick 
alarm updates. 

Orchestrator Communication Roles 
In an EdgeConnect SD-WAN deployment, Orchestrator operates in both client and server roles, depending on the 
direction and purpose of communication. As a client, it initiates outbound HTTPS, WebSocket, Syslog, and Kafka 
connections to external systems such as SIEM platforms or cloud services for event reporting, telemetry, or integration. In 
its server role, Orchestrator receives inbound API or WebSocket connections from trusted tools that query network data, 
subscribe to live updates, or manage configurations. Understanding these roles is essential when placing Orchestrator 
behind a firewall, as each mode has specific security and port requirements. 

Orchestrator as a Server (Inbound Flow) 
When Orchestrator operates as a server, for example, it receives inbound HTTPS or WebSocket requests from trusted 
external systems—commonly a SIEM, monitoring tool, or administrator dashboard. These external systems may query the 
Orchestrator’s API for alarm data, logs, or appliance status, or they may open a WebSocket connection to stream live 
updates. The request reaches the firewall, which evaluates the source IP and protocol. If the request matches the allowed 
inbound rule (usually limited to TCP 443 from trusted IPs), the firewall passes it through to the Orchestrator. Orchestrator 
then authenticates the API client (typically using an API token or OAuth) and returns the requested data or keeps the 
WebSocket connection alive for real-time push notifications. 



SD-WAN Orchestrator and ECOS 9.5 Systems Integration Points 
DISCLOSURE STATEMENT Page 11 

 

 

 

Figure 4. Inbound flow for OaaS. 

Example use cases: 

• API query: A SIEM pulls Orchestrator alarm logs every 5 minutes over HTTPS. 

• WebSocket feed: A custom dashboard subscribes to real-time event streams from Orchestrator. 

Orchestrator as a Client (Outbound Flow) 
When Orchestrator acts as a client, it initiates outbound communication toward external systems such as a SIEM, 
monitoring tools, or cloud services. It generates API calls over HTTPS or establishes real-time connections using secure 
WebSockets. It may also push event and log data through Kafka streams or Syslog messages. For example, Orchestrator 
may send an alarm event to a SIEM via a webhook when an appliance goes offline. When the request is prepared, the 
firewall evaluates the outbound connection, ensuring that only approved traffic (typically over TCP 443, TCP 9092, or 
UDP 514) is allowed through. After passing through the firewall, the request reaches the external system. If it is an API 
call, the system responds using the same connection. In the case of WebSocket, the channel remains open for 
continuous real-time updates. 
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Figure 5. Outbound flow for Orchestrator as a client. 

Example use cases: 
• Webhooks (HTTPS): Sending a critical tunnel-down alarm to a SIEM for immediate investigation. 
• WebSocket streaming: Providing real-time appliance health updates to a live NMS dashboard. 
• Kafka event streaming: Exporting telemetry such as interface statistics and alarms to an observability platform. 
• Syslog forwarding: Sending firewall and audit logs to a centralized log collector. 

SMTP 
Orchestrator uses the Simple Mail Transfer Protocol (SMTP) for delivering alarms and reports. SMTP can forward alarms 
and reports to specified email addresses. To ensure permanent and private email delivery, configure the SMTP server 
and settings according to your company’s requirements. 

After configuring the SMTP settings, you can specify email recipients for: 

• Alarms (Monitoring > Alarms > Alarm Email Recipients) 

• Reports (Monitoring > Reporting > Schedule & Run Reports) 



SD-WAN Orchestrator and ECOS 9.5 Systems Integration Points 
DISCLOSURE STATEMENT Page 13 

 

 

 

Figure 6. SMTP Server Settings in Orchestrator. 

Note 
If the test email fails, check your firewall. 

HPE Aruba Networking EdgeConnect appliance integration points 
The EdgeConnect gateway also has direct integration through one of the following methods: SNMP, IPFIX/NetFlow, 
Syslog, the ECOS REST API, and the web user interface (GUI). Which method to use depends on the information you 
need. 

SNMP 
Simple Network Management Protocol (SNMP) serves as the standard for monitoring and managing network devices. It 
facilitates data collection from EdgeConnect gateways, allowing administrators to oversee network performance, 
troubleshoot issues, and configure devices remotely. SNMP primarily relies on the UDP protocol and operates within a 
hierarchical data structure defined by management information bases (MIBs). It supports SNMPv2/v3 and essential MIB 
functions, with SNMPv3 being the preferred version. The default port is UDP 161, which can be configured as necessary. 
For more information, see the SNMP topic on the HPE Aruba Networking EdgeConnect SD-WAN Documentation site: 
https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp 

Key components of SNMP 
• Managed objects represent data points in network devices (e.g., routers, switches), and are organized in a hierarchical 

structure known as the management information base (MIB). 

• MIB (management information base) is a virtual database containing definitions of managed objects. Each object has 
an Object Identifier (OID) for unique identification. 

  

https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp
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• SNMP protocol operations are represented in the following table: 

Protocol Description 

GetRequest Retrieve the value of a managed object. 

SetRequest Modify the value of a managed object. 

GetNextRequest Retrieve the next object in the MIB hierarchy. 

Trap Asynchronous notifications from agents to managers. 

 

Architecture table 

Version Description 

Network Management System (NMS) The manager that controls and monitors the network. 

Agent Software running on managed devices that communicates with the NMS. 

Managed Device Any network device (e.g., routes, switches) that can be monitored and managed. 

SNMP versions supported 

Version Description 

SNMPv2 Offers bulk data retrieval, better performance, and enhanced error handling. 

SNMPv3 Added security features, including authentication and encryption. 

 

Note 
SNMPv2 has minimal security. SNMPv3 addresses vulnerabilities with robust security mechanisms. 

Configure SNMP 
To configure SNMP, it is recommended to use the Orchestrator SNMP template within the Orchestrator. The SNMP 
template enables SNMP and SNMP traps and sets the Default Trap community. After it is enabled, you can select 
SNMPv2 or SNMPv3. 

SNMPv2 is the simplest, and it requires a read-only community, which is set to “public” by default. For security purposes, 
it is recommended that the community be updated. 

SNMPv3 is more robust than v2, as it requires authentication (SHA1, SHA256, SHA384, SHA512) and encryption 
(AES128, AES256). 

Trap receivers 

SNMP trap receivers enable proactive monitoring by instantly detecting critical events and integrating them into NMS, 
SIEMs, or automation workflows. Instead of relying on polling, traps deliver real-time alerts, making them necessary for 
network health monitoring and rapid issue resolution. 

To configure trap receivers, set the host IP or name, then select SNMP version v2 or v3 and provide the community 
name: 
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Figure 7. SNMP Trap Receiver settings in Orchestrator. 

For more information, the HPE Aruba Networking EdgeConnect SD-WAN Documentation site: 
https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp  

The MIB files can be downloaded from the HPE Aruba Networking website: 
https://arubanetworking.hpe.com/techdocs/sdwan/mibs 

IP flow information export (IPFIX)/NetFlow 
EdgeConnect appliances support two types of flow export: NetFlow and IPFIX. Using the Orchestrator’s Flow Export 
template, these services can be configured to export flow data to a collector via UDP. The default port is 2055 and is 
configurable for security reasons. The appliance exports flow information periodically based on IPFIX template and 
application timeout settings. 

Important 
The SilverPeak IANA Private Enterprise Number is 23867. This is important for flow collectors to correctly decode vendor-
specific IPFIX/NetFlow fields. If the PEN number is not recognized, the EdgeConnect-specific flow data could be ignored, 
misinterpreted, or lost. 

Configure IPFIX/NetFlow 
Configuring IPFIX is straightforward with the Orchestrator Flow Export template. Figure 8 explains each field for 
configuring the template. 

https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp
https://arubanetworking.hpe.com/techdocs/sdwan/mibs
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Figure 8. The Flow Export tab of the EdgeConnect Appliance Manager. 

For information on configuring Flow Export, see the following topics on the HPE Aruba Networking EdgeConnect SD-
WAN Documentation site: 

• https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/configuration/templates/flow-export 

• https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/flow-export 

IPFIX and NetFlow export records 
Flow monitoring exports two types of records: 

• Template records define the structure of flow data by specifying field names (also called Information Elements or IEs) 
and their data types. 

• Data records contain actual flow values based on the template definitions. 

These records are explained further in the sections that follow. 

Template records 

A template record acts as a blueprint that defines what information is included in flow exports. Each template contains a 
list of IEs that describe fields such as source/destination IPs, port numbers, byte counts, and protocol types. The Internet 
Assigned Numbers Authority (IANA) maintains a registry of standard IEs, which can be found here. HPE Aruba 
Networking EdgeConnect SD-WAN (Silver Peak, IANA PEN 23867) may also define customer IEs to provide additional 
SD-WAN-specific insights. 

The following is an example of an IPFIX template record: 
  Set ID: 2 (Template Set) 

  Template ID: 3000 

  Field Count: 15 

  Fields: 

https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/configuration/templates/flow-export
https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/flow-export
https://www.iana.org/assignments/enterprise-numbers/
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 Fields Element ID  Enterprise Field 
ID (Custom) Description 

flowStartMilliseconds 152 N/A Absolute timestamp of the first packet of this flow (in 
milliseconds). 

flowEndMilliseconds 153 N/A Absolute timestamp of the last packet of this flow (in 
milliseconds). 

sourceIPv4Address 8 N/A IPv4 source address in the IP packet header. 

destinationIPv4Address 12 N/A IPv4 destination address in the IP packet header. 

protocolIdentifier 4 N/A 

Value of the protocol number in the IP packet header. The 
protocol number identifies the IP packet payload type. 
Protocol numbers are defined in the IANA Protocol Numbers 
registry. 

sourceTransportPort 7 N/A 

Source port identifier in the transport protocol header. For 
transport protocols such as UDP, TCP, SCTP, and DCCP, 
this is the source port number given in the respective header. 
This field can also be used for future transport protocols that 
have 16-bit source port identifiers. 

destinationTransportPort 11 N/A 

Destination port identifier in the transport protocol header. For 
transport protocols such as UDP, TCP, SCTP, and DCCP, 
this is the destination port number given in the respective 
header. This field can also be used for future transport 
protocols that have 16-bit destination port identifiers. 

ingressInterface 10 N/A 

Index of the IP interface where packets of this flow are being 
received. The value matches the managed object ifIndex, as 
defined in RFC 2863. 

Note 

ifIndex values are not assigned statically to an interface, and 
the interfaces may be renumbered every time the device’s 
management system is reinitialized, as specified in RFC 
2863. 

egressInterface 14 N/A 

Index of the IP interface where packets of this flow are being 
sent. The value matches the managed object ifIndex, as 
defined in RFC 2863. 

Note 

ifIndex values are not assigned statically to an interface, and 
the interfaces may be renumbered every time the device’s 
management system is reinitialized, as specified in RFC 
2863. 

packetTotalCount 2 N/A Number of incoming packets since the previous report (if any) 
for this flow at the observation point. 

 

The following fields are unique to HPE Aruba Networking EdgeConnect SD-WAN and are mapped under Enterprise ID 
23867 in the IPFIX export: 

https://www.iana.org/go/rfc2863
https://www.iana.org/go/rfc2863
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Enterprise Field Name Element ID Enterprise Field 
ID (Custom) Description 

overlayTunnelID N/A 10001 Identifies the overlay tunnel in SD-WAN. 

policyMatchID N/A 10002 Unique ID for the policy applied to the flow. 

applianceName N/A 10003 Name of the EdgeConnect appliance. 

WANInterfaceID N/A 10004 Interface ID of the WAN link used. 

QOSQueueID N/A 10005 QoS queue assigned to the flow. 

linkQualityMetrics N/A 10006 Jitter, loss, and latency of the flow’s path. 

 

The following is an example of a NetFlow template record: 
  FlowSet ID: 0 (Template Set) 

  Template ID: 256 

  Field Count: 14 

  Fields: 

Fields Type Element ID  Enterprise Field 
ID (Custom) Description 

IN_BYTES 1 N/A 
Number of octets since the previous report (if any) in incoming 
packets for this flow at the observation point. The number of 
octets includes IP header(s) and IP payload. 

IN_PKTS 2 N/A Number of incoming packets since the previous report (if any) 
for this flow at the observation point. 

PROTOCOL 4 N/A 

Value of the protocol number in the IP packet header. The 
protocol number identifies the IP packet payload type. 
Protocol numbers are defined in the IANA Protocol Numbers 
registry. 

IPV4_SRC_ADDR 8 N/A IPv4 source address in the IP packet header. 

IPV4_DST_ADDR 12 N/A IPv4 destination address in the IP packet header. 

L4_SRC_PORT  7 N/A 

Source port identifier in the transport protocol header. For 
transport protocols such as UDP, TCP, SCTP, and DCCP, 
this is the source port number given in the respective header. 
This field can also be used for future transport protocols that 
have 16-bit source port identifiers. 

L4_DST_PORT 11 N/A 

Destination port identifier in the transport protocol header. For 
transport protocols such as UDP, TCP, SCTP, and DCCP, 
this is the destination port number given in the respective 
header. This field can also be used for future transport 
protocols that have 16-bit destination port identifiers. 
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Fields Type Element ID  Enterprise Field 
ID (Custom) Description 

ingressInterface 10 N/A 

Index of the IP interface where packets of this flow are being 
received. The value matches the managed object ifIndex, as 
defined in RFC 2863. 

Note 

ifIndex values are not assigned statically to an interface, and 
the interfaces may be renumbered every time the device’s 
management system is reinitialized, as specified in RFC 
2863. 

egressInterface 14 N/A 

Index of the IP interface where packets of this flow are being 
sent. The value matches the managed object ifIndex, as 
defined in RFC 2863. 

Note 

ifIndex values are not assigned statically to an interface, and 
the interfaces may be renumbered every time the device’s 
management system is reinitialized, as specified in RFC 
2863. 

tcpControlBits  6 N/A 

TCP control bits observed for the packets of this flow. This 
information is encoded as a bit field; each TCP control bit has 
a corresponding bit in that field. A bit set to 1 (if any) observed 
packet of this flow has the corresponding TCP control bit set 
to 1. Otherwise, the bit is cleared to 0. 

 

The following fields are unique to Aruba EdgeConnect SD-WAN and are mapped under Enterprise ID 23867 in the IPFIX 
export: 

Enterprise Field Type Element ID Enterprise Field 
ID (Custom) Description 

overlayTunnelID N/A 10001 Identifies the overlay tunnel in SD-WAN. 

policyMatchID N/A 10002 Unique ID for the policy applied to the flow. 

applianceName N/A 10003 Name of the EdgeConnect appliance. 

WANInterfaceID N/A 10004 Interface ID of the WAN link used. 

QOSQueueID N/A 10005 QoS queue assigned to the flow. 

linkQualityMetrics N/A 10006 Jitter, loss, and latency of the flow’s path. 

 

Data records (active flow) 

Data records contain the actual values corresponding to the fields defined in the template record. Each data record 
includes a template ID, allowing the flow collector (IPFIX Server) to correctly interpret the exported information. 

In EdgeConnect, WAN_TX data record is the default setting. If the default or any of the other selected options are 
selected, then the data records are exported based on the Active Flow Timeout setting, which ranges from 1 to 30 

https://www.iana.org/go/rfc2863
https://www.iana.org/go/rfc2863
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minutes. The default is 1 minute, but 15 minutes is commonly used to reduce exported traffic. When firewall zones and 
application performance monitoring are enabled, additional template records are included for TCP and UDP flows. 

A flow’s data record can be exported once or multiple times during its lifetime, depending on the following conditions: 

• Active flow timeout interval: A data record is exported every 1 minute if a flow persists. 

• Flow termination: Its final data record is immediately exported when the flow ends. 

Note 
Data records are not exported when a flow is created. Instead, they are sent at 1-minute intervals for active flows and 
immediately upon termination. This results in periodic bursts of IPFIX data at 1-minute boundaries. 

The following are the PCAP examples for IPFIX and NetFlow data record templates: 

IPFIX data record:  
Set ID: 3000 (Data Flow) 

  Flow Record: 

    flowStartMilliseconds: 1709604800123 

    flowEndMilliseconds: 1709604800456 

    sourceIPv4Address: 192.168.1.10 

    destinationIPv4Address: 203.0.113.5 

    protocolIdentifier: 6 (TCP) 

    sourceTransportPort: 443 

    destinationTransportPort: 51234 

    ingressInterface: 3 

    egressInterface: 8 

    packetTotalCount: 32 

    overlayTunnelID: 0xA1B2C3D4 

    policyMatchID: 105 

    applianceName: "EdgeConnect-Branch1"  

    WANInterfaceID: 2 

    linkQualityMetrics: { Jitter: 3ms, Loss: 0.2%, Latency: 50ms } 

NetFlow data record: 
FlowSet ID: 256 (Data Flow) 

  Flow Record: 

    IN_BYTES: 4500 

    IN_PKTS: 32 

    PROTOCOL: 6 (TCP) 

    IPV4_SRC_ADDR: 192.168.1.10 

    IPV4_DST_ADDR: 203.0.113.5 

    L4_SRC_PORT: 443 

    L4_DST_PORT: 51234 

    ingressInterface: 3 

    egressInterface: 8 
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    tcpControlBits: 18 (SYN-ACK) 

    overlayTunnelID: 0xA1B2C3D4 

    policyMatchID: 105 

    WANInterfaceID: 2 

    linkQualityMetrics: { Jitter: 3ms, Loss: 0.2%, Latency: 50ms } 

Flow collection methods 

IPFIX and NetFlow exports can be collected using open-source tools such as nfdump and Wireshark, or with commercial 
flow collectors such as PRTG Network Monitor, Plixer Scrutinizer, or SolarWinds NetFlow Traffic Analyzer. These tools 
allow network administrators to analyze flow data, monitor traffic patterns, and troubleshoot network performance. 

For an IPFIX Wireshark PCAP capture, see the Appendix. 

Syslog 
The EdgeConnect appliance can be set up with a Remote Log Receiver using Orchestrator templates. It logs alarms, 
audit events, and other local events, and supports multiple remote log receivers. The default port is UDP 514, which is 
configurable. Although the appliance itself has logging configuration capabilities, it is recommended to use the 
Orchestrator Logging template. This template offers log configuration, log facilities configuration, and the ability to add 
remote logs. Detailed instructions are available on the HPE Aruba Networking EdgeConnect SD-WAN Documentation 
site: https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/logging 

ECOS REST APIs 
The EdgeConnect appliances provide their own REST API endpoints, which are distinct from the Orchestrator. It is 
considered best practice to utilize the EdgeConnect REST APIs for tasks such as frequently collecting performance 
statistics, as this avoids any performance impact or rate limiting. Additional details on usage and the relevant REST APIs 
can be found at the HPE Aruba Networking Developer Hub: https://devhub.arubanetworks.com 

Access ECOS REST APIs 
ECOS REST APIs can be accessed from the EdgeConnect appliance directly, or through an application such as 
Postman. 

To access ECOS REST APIs from the appliance: 

1. Log in directly to the appliance by entering the management interface IP address in a web browser. Do not use the 
Orchestrator. 

2. Navigate to Support > REST APIs. 

The Swagger application loads the ECOS REST APIs, which can then be used directly on the appliance. 

Note 
It is recommended that Orchestrator's pass-through REST API not be used for centralized management. 

Postman 
Another option is to use Postman, as both the Orchestrator and EdgeConnect can now be tested with the Postman 
application software. The Postman collection can be forked to your personal workspace, and several releases are 
available for both Orchestrator and EdgeConnect at the HPE Aruba Developer Hub. The Developer Hub also provides all 
necessary steps on how to use the REST APIs with Postman: https://developer.arubanetworks.com/aruba-
edgeconnect/docs/postman-collection 
  

https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/logging
https://devhub.arubanetworks.com/
https://developer.arubanetworks.com/aruba-edgeconnect/docs/postman-collection
https://developer.arubanetworks.com/aruba-edgeconnect/docs/postman-collection
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Table comparison for EdgeConnect appliance integration points 
The following table explains when and where to use the integration points depending on the type of data being collected: 

Feature SNMP IPFIX/NetFlow Syslog ECOS REST APIs 

Primary Use 
Performs network 
monitoring and 
performance tracking. 

Performs traffic analysis 
and bandwidth 
monitoring. 

Performs centralized 
logging and security 
event monitoring. 

Enables automation, 
configuration, and data 
retrieval. 

Data type collected Device metrics, status, 
and traps. 

Flow-based traffic 
statistics. 

System logs, security 
events, and alarms. 

Performance stats, 
configuration settings, 
and operational data. 

Scalability 

Scales well for network 
monitoring, but can be 
resource-intensive on 
large networks. 

Scales for high-volume 
traffic monitoring. 

Handles large volume of 
logs, but storage needs 
increase. 

Scales via API. 

Real-time support 
Offers poll-based 
monitoring with real-time 
traps. 

Provides near real-time 
traffic flow export. 

Provides real-time log 
forwarding for event 
correlation. 

Retrieves data on 
demand and can be 
scheduled for near real-
time. 

Security 
Supports SNMPv3 for 
authentication and 
encryption. 

N/A Uses TLS for secure log 
transmission. 

Secures API access with 
authentication (user and 
password). 

Protocol/ports used UDP 161 (queries), UDP 
162 (traps). 

UDP 2055 (default, 
configurable). 

UDP 514 (default), TCP 
for secure logging. 

HTTPS (RESTful API 
calls). 

Integration with third-
party tools 

Works with NMS 
platforms like 
SolarWinds, PRTG, and 
Zabbix. 

Works with flow collectors 
like PRTG, Plexir 
Scrutinizer, and nProbe. 

Works with SIEM 
platforms like Splunk, 
ELK Stack, and Microsoft. 

Works with Orchestrator, 
custom dashboards, and 
automation platforms 
(Terraform, Ansible). 

Best use case Monitors network health 
and device status. 

Identifies network 
anomalies, bandwidth 
usage, and application 
traffic. 

Logs security events, 
troubleshooting, and 
compliance reporting. 

Automates EdgeConnect 
management and collects 
performance data. 

Summary 
This document provides a detailed guide on the integration capabilities of HPE Aruba Networking SD-WAN Orchestrator 
and SD-WAN EdgeConnect appliances. It covers various integration points, including REST APIs, Notification Services, 
SMTP, SNMP integration, IP Flow Information Export (IPFIX)/NetFlow, Syslog, and WebSocket. Each section includes 
configuration steps and example outputs to help users effectively leverage these integration points. 

The integration capabilities enable real-time monitoring, secure communication, scalability, and automation, making it 
easier for users to manage and optimize their network environments. 
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Appendix 
Reference links 
Name Link 

Configuring SNMP https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp 

MIB files https://arubanetworking.hpe.com/techdocs/sdwan/mibs 

Flow export configuration https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/configuration/templates/flow-export 

Logging configuration https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/logging 

Postman collection https://developer.arubanetworks.com/aruba-edgeconnect/docs/postman-collection 

TCP-IP port https://www.arubanetworks.com/techdocs/sdwan-PDFs/docs/troubleshooting/tcp-ip-ports-
used_latest.pdf 

Glossary of terms 
Term Definition 

TLS Certificates Centralized management console for configuring, monitoring and managing the SD-WAN network. 

CA Certificates Certificates used to validate entities in the network. 

Trap Asynchronous notifications from SNMP agents to managers. 

NMS Network Management System, the manager that controls and monitors the network. 

OID Object Identifier, a unique identifier for a managed object in the MIB 

MIB Management Information Base, a database containing definitions of managed objects in a network. 

SIEM Security Information and Event Management system for real-time analysis of security alerts. 

TLS Transport Layer Security protocol for encrypting data in transit. 

IPFIX flow example 
The following is a Wireshark example of an IPFIX flow for one of four flows: 

No.     Time           Source                Destination           Protocol Length Info                                                            
New Column 

      4 2.004893       10.41.1.106           172.16.30.2           CFLOW    1178   IPFIX flow (1136 
bytes) Obs-Domain-ID=    0 [Data:259]          172.16.30.2 

 

Frame 4: 1178 bytes on wire (9424 bits), 1178 bytes captured (9424 bits) 

    Encapsulation type: Ethernet (1) 

    Arrival Time: Apr 19, 2021 12:39:25.776966000 EDT 

https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/snmp
https://arubanetworking.hpe.com/techdocs/sdwan/mibs
https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/configuration/templates/flow-export
https://arubanetworking.hpe.com/techdocs/sdwan/docs/orch/administration/general/logging
https://developer.arubanetworks.com/aruba-edgeconnect/docs/postman-collection
https://www.arubanetworks.com/techdocs/sdwan-PDFs/docs/troubleshooting/tcp-ip-ports-used_latest.pdf
https://www.arubanetworks.com/techdocs/sdwan-PDFs/docs/troubleshooting/tcp-ip-ports-used_latest.pdf
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    [Time shift for this packet: 0.000000000 seconds] 

    Epoch Time: 1618850365.776966000 seconds 

    [Time delta from previous captured frame: 0.010004000 seconds] 

    [Time delta from previous displayed frame: 0.010004000 seconds] 

    [Time since reference or first frame: 2.004893000 seconds] 

    Frame Number: 4 

    Frame Length: 1178 bytes (9424 bits) 

    Capture Length: 1178 bytes (9424 bits) 

    [Frame is marked: False] 

    [Frame is ignored: False] 

    [Protocols in frame: eth:ethertype:ip:udp:cflow] 

    [Coloring Rule Name: UDP] 

    [Coloring Rule String: udp] 

Ethernet II, Src: SilverPe_12:36:8d (00:1b:bc:12:36:8d), Dst: ArubaaHe_fe:06:80 (10:4f:58:fe:06:80) 

    Destination: ArubaaHe_fe:06:80 (10:4f:58:fe:06:80) 

        Address: ArubaaHe_fe:06:80 (10:4f:58:fe:06:80) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Source: SilverPe_12:36:8d (00:1b:bc:12:36:8d) 

        Address: SilverPe_12:36:8d (00:1b:bc:12:36:8d) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

    Type: IPv4 (0x0800) 

Internet Protocol Version 4, Src: 10.41.1.106, Dst: 172.16.30.2 

    0100 .... = Version: 4 

    .... 0101 = Header Length: 20 bytes (5) 

    Differentiated Services Field: 0x80 (DSCP: CS4, ECN: Not-ECT) 

        1000 00.. = Differentiated Services Codepoint: Class Selector 4 (32) 

        .... ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0) 

    Total Length: 1164 

    Identification: 0x2bfb (11259) 

    Flags: 0x00 

        0... .... = Reserved bit: Not set 

        .0.. .... = Don't fragment: Not set 

        ..0. .... = More fragments: Not set 

    Fragment Offset: 0 

    Time to Live: 64 
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    Protocol: UDP (17) 

    Header Checksum: 0x7441 [validation disabled] 

    [Header checksum status: Unverified] 

    Source Address: 10.41.1.106 

    Destination Address: 172.16.30.2 

User Datagram Protocol, Src Port: 59352, Dst Port: 2055 

    Source Port: 59352 

    Destination Port: 2055 

    Length: 1144 

    Checksum: 0xda2e [unverified] 

    [Checksum Status: Unverified] 

    [Stream index: 0] 

    [Timestamps] 

        [Time since first frame: 2.004893000 seconds] 

        [Time since previous frame: 0.010004000 seconds] 

    UDP payload (1136 bytes) 

Cisco NetFlow/IPFIX 

    Version: 10 

    Length: 1136 

    Timestamp: Apr 19, 2021 12:39:25.000000000 EDT 

        ExportTime: 1618850365 

    FlowSequence: 19042 

    Observation Domain Id: 0 

    Set 1 [id=259] (4 flows) 

        FlowSet Id: (Data) (259) 

        FlowSet Length: 1120 

        [Template Frame: 43 (received after this frame)] 

        Flow 1 

            InputInt: 0 

            OutputInt: 3 

            [Duration: 2.010000000 seconds (milliseconds)] 

                StartTime: Apr 19, 2021 12:39:23.754000000 EDT 

                EndTime: Apr 19, 2021 12:39:25.764000000 EDT 

            Packets: 6 

            Octets: 322 

            Flow Id: 5618 

            Ingress VRFID: 0 
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            Egress VRFID: 0 

            VRFname: Default 

                String_len_short: 7 

            SrcAddr: 10.41.1.106 

            DstAddr: 165.225.8.31 

            SrcPort: 52667 

            DstPort: 80 

            ApplicationName: Zscaler 

                String_len_short: 7 

            TCP Flags: 0x001b, ACK, PSH, SYN, FIN 

                0000 .... .... .... = Zero (Header Length): 0x0 

                .... 000. .... .... = Reserved: 0x0 

                .... ...0 .... .... = ECN Nonce Sum: Not used 

                .... .... 0... .... = CWR: Not used 

                .... .... .0.. .... = ECN Echo: Not used 

                .... .... ..0. .... = URG: Not used 

                .... .... ...1 .... = ACK: Used 

                .... .... .... 1... = PSH: Used 

                .... .... .... .0.. = RST: Not used 

                .... .... .... ..1. = SYN: Used 

                .... .... .... ...1 = FIN: Used 

            IP ToS: 0x40 

            Protocol: TCP (6) 

            DstPrefix: 0.0.0.0 

            DstMask: 0 

            SrcPrefix: 0.0.0.0 

            SrcMask: 0 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 25: Value (hex bytes):  

                String_len_short: 0 

            Virtual Station Name: Richmond-Madison 

                String_len_short: 16 

            Forwarding Status 

                01.. .... = ForwardingStatus: Forward (1) 

                ..00 0000 = ForwardingStatusForwardCode: Forwarded (Unknown) (0) 

            Firewall Event: Flow deleted (2) 

            Post NAT Source IPv4 Address: 0.0.0.0 

            Post NAPT Source Transport Port: 0 
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            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 22: Value (hex bytes): 4d 47 4d 
54 

                String_len_short: 4 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 23: Value (hex bytes): 55 4e 54 
52 55 53 54 45 44 

                String_len_short: 9 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 24: Value (hex bytes): 57 41 54 
43 48 

                String_len_short: 5 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 26: Value (hex bytes): 6f 75 74 
62 6f 75 6e 64 

                String_len_short: 8 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 1: Value (hex bytes): 26 02 fd 
85 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 2: Value (hex bytes): 26 02 fd 
85 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 7: Value (hex bytes): 26 02 fd 
85 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 9: Value (hex bytes): 01 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 10: Value (hex bytes): 01 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 11: Value (hex bytes): 00 00 27 
11 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 12: Value (hex bytes): 00 00 2e 
e1 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 13: Value (hex bytes): 00 00 00 
00 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 14: Value (hex bytes): 00 00 00 
02 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 15: Value (hex bytes): 00 00 2e 
e1 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 16: Value (hex bytes): 00 00 00 
00 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 17: Value (hex bytes): 00 00 2e 
e1 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 18: Value (hex bytes): 00 00 88 
b8 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 19: Value (hex bytes): 00 00 88 
b8 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 20: Value (hex bytes): 00 00 88 
b8 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 21: Value (hex bytes): 01 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 3: Value (hex bytes): 00 00 00 
00 00 00 01 3d 
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            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 4: Value (hex bytes): 00 00 00 
00 00 00 00 04 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 5: Value (hex bytes): 00 00 00 
00 00 00 01 42 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 6: Value (hex bytes): 00 00 00 
00 00 00 00 06 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 8: Value (hex bytes): 67 61 74 
65 77 61 79 2e 7a 73 63 61 6c 65 72 74 68 72 65 65 2e 6e 65 74 

                String_len_short: 24 

            Enterprise Private entry: (Silver Peak Systems, Inc.) Type 27: Value (hex bytes): 53 61 61 
73 2c 5a 73 63 61 6c 65 72 

                String_len_short: 12
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