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SAML Remote Authentication for Aruba Orchestrator
Using Microsoft Azure Active Directory

INTRODUCTION

This document describes how to configure remote authentication for Orchestrator using single sign-on (SSO), and how to
configure security assertion markup language (SAML) and use it to authenticate users who access Orchestrator.

SUMMARY

To grant users access to Orchestrator via SAML, you need to complete the following items:
e Add users and create groups in Microsoft® Azure® Active Directory® (AD).

e Add Orchestrator as an Enterprise application with SAML authentication in Azure.

¢ Configure SAML remote authentication in Orchestrator.

ADDING USERS AND CREATING GROUPS IN AZURE AD
To add users and create groups in Azure AD, you need to have an Azure account. If you don’t have an account, you can

set up a free trial account at https://portal.azure.com/.

Note: Because the goal is to authenticate users via Azure AD, you do not need to create a local user in Orchestrator.

Adding Users to Azure AD

You must add users to Azure AD before you create groups.
1. Log into Azure portal and type “Azure Active Directory” in the search field.

2. When you are in the Active Directory, in the left pane click Users, and then click + Add to add a new user.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home

(i | Default Directory | Overview

Azure Active Directory

« + Add v i‘?’} Manage tenants What's new Fg‘ Preview features ,0? Got feedback? ~

O overview

— . Overview Monitoring Tutorials
2 Preview features

X Diagnose and solve problems

‘ L Search your tenant

Manage

Basic information
8 G .
&k Groups Name Default Directory Users 4
B0 External Identities

Tenant ID b5eaf703-f6be-4034-a7d9-d68425e88bac [}~ Groups 2
4l Roles and administrators
| Primary domain . . Applications >
& Administrative units vy uarshhotmail.onmicrosoft.com
il Enterprise applications License Azure AD Free evices 0

Ol Devices
Alerts

3. On the screen that opens, complete the following fields:
User name: Enter a username for the user.
Name: Enter a name for the user.

Password: Enter a strong password for the user.


https://portal.azure.com/
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New user

Default Directory

(0? Got feedback?

Create user

@ Create a new user in your
organization. This user will have a
user name like
alice@uarshhotmail.onmicrosoft.com.
| want to create users in bulk

Invite user

Invite a new guest user to
collaborate with your arganization.
The user will be emailed an
invitation they can accept in order
to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity

v |@| uarshhaotmail.onmicrosof.. ™ |E
The domain name | need isn't shown here

User name * (0 | Mocha

Mame * () | Lab User vy |

First name | |

Last name | |

Password

@ Auto-generate password
O Let me create the password

Initial password eeceseee

All the other settings are optional.
4. Click Create to create the new user.
5. To add more users, repeat steps 1-4 for each user.
Creating Groups and Assigning Users to Groups

After you have added users, you need to create a group(s) so you can assign the users to a group. This is an important
step because SAML supports role-based access control (RBAC).

1. In the left pane, click Groups. You can either add a new group or assign the user to an existing group.

2. To create a new group, click New group.

= Microsoft Azure O search resources, services, and docs (G+/)

Home > Default Directory >

2 Groups | All groups

Default Directory - Azure Active Directory

«

%8 New group [ Download groups [i] Delete (D Refresh T3 columns A Got feedback?

2 All groups

£ Deleted groups ‘ R search 57 Add filter

search mode (D) contains

2 groups found

# Diagnose and solve problems

Settings
& General ] wemet Object Id Group type Membership type Email
£ Expiration
& n | ] . home_lab acBco666-0199-4f2c-be31-b802b136fc19 Security Assigned
aming policy
Activiy D . Lab Admin atcdfdff-ad65-4fed-aca4-d10cae00e15 Security Assigned




The New Group dialog box opens.
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= Microsoft Azure P search resources, services, and docs (G+/)

Home » Default Directory > Groups >

New Group

Group type * (1)

‘ Security

Group name * (&

| Test_Groupl

Group description (@

‘ Enter a description for the group

Membership type @

Assigned

Owners

No owners selected

Members

Mo members selected

3. Complete the following fields:

Group type: Select Security from the drop-down menu.

Group name: Enter a name for the group.

4. Click Create to create the new group.

After the group is created, you can assign users to the group. To add users, in the left pane click Members, and then click

+ Add members. Search for a user(s) by username in the Add members window, and then click the username in the list

to add the user to the group.

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Default Directory > Groups > home._lab

2 home_lab | Members

Group
¢ t add members < femove &) Refresh [ sulk operations ~

Direct members

@ overview

# Diagnose and solve problems All members

Columns Rj Got feedback?

X Diagnose and solve problems Direct members Al members

Manage O Search by name 5 Add filters
1l properties Name T Type
& Members

No members have been found

Manage ‘D Search by name +7 Add fitters
1l Properties Name T Type Email
I £ Members I Mo members have been found
) SRR
Home > Default Directory > Groups > home_lab. Add members X
s home_lab | Members
Group
Search
« t add members > Remove @ Refresh | [ Bulk operations Columns | &7 Got feedback? ‘;) home x
O overview

Home Coffee
coffee @uarshhotmail.onmicrosoft.com

Email
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ADDING ORCHESTRATOR AS AN ENTERPRISE APPLICATION IN AZURE AD

After adding users and creating groups, you must add Orchestrator as an enterprise application in Azure AD.
Creating an Enterprise Application
1. Type “Enterprise applications” in the search field.

2. When the tab opens, click + New application.

2 S e e =

Home > Enterprise applications

Enterprise applications | All applications (Preview)

Default Directory - Azure Active Directory

<

O Refresh & Download (Preview) | @ Ppreview info Columns | [ Preview features | A7 Got feedback?

Overview

@ Want to switch back to the legacy Enterprise Apps search experience? Click to leave the preview. —

@ overview

X Diagnose and solve problems
View, filter. and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

Manage

‘ﬁ Search by application name or object ID Application type == Enterprise Applications < Applications status == Any X Application visibilty == Any X T Add filters

All applications (Preview)
2 applications found

& y
Application proxy Name T4 Object ID

n Siiver-peak Orch
Security n Aruba Orch

Application ID Homepage URL

Created on

£} User settings

849ba626-07d7-423a-9ff9-b 70421919896 62397152-65a3-4d8f-8bes-17259e237a3 https//account activedirectory.windowsazure.com:4... 2/3/2022

cBe3cfd2-9d5f-4d2f-bb4s-7e1479c65b3a 4eBb3eaa-9321-482b-b3ee-eebdbcco1ast https://account activedirectory.windowsazure.com:4...  2/4/2022

3. At the top of the application table, click + Create your own application.

Home > Enterprise applications >

Create your own application X

Browse Azure AD Gallery
| A Got feedback?

Create your own applicatiol (O Requestnew gallery app & Got feedback?

] If you are developing your own application, using Application Proxy, or want to integrate an

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (S50) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebui  application that is not in the gallery, you can create your own application here,

application here.

What's the name of your app?

A Search application single Sign-on : All User Account Management : All Categories : All

(oo vame

Cloud platforms What are you looking to do with your application?
O configure Application Proxy for secure remote access to an on-premises application
Amazon Web Services (AWS)

Google Cloud Platform Oracle SAP O Register an application to integrate with Azure AD (App you're developing)

a

Google Cloud

(®) Integrate any other application you don't find in the gallery (Non-gallery)

aws

Adding Users to the New Enterprise Application

You need to add users to the new enterprise application you created in Azure.
1. In Azure, click the new enterprise application you created for Orchestrator.
The Overview page for the new enterprise application opens.

2. In the left pane, click Users and groups.

Microsoft Azure £ Search resources, services, and docs (G+/)

3.

Home > Enterprise applications >
Aruba Orch | Overview
= \
Enterprise Application
<

= A .
i Overview Properties
Deployment Plan Mame ()

Aruba Orch [
Manage

Application 1D (D

1l Properties PP

4e6b3eaa-9321-482b-b3e ... [y
48 Owners

Object ID
£, Roles and administrators cBe3cfd2-0d5(-4d2f-bba8- .. [y
Getting Started
D single sign-on
2 Provisioning
! application proxy £ 1. Assign users and groups _:)) 2. Set up single sign on (8_) 3. Provision User Accounts WL 4. Conditional Access
C sefsenice Provide speciiic users and groups Enable users to sign into their application Automatically create and dlelete user Secure access to this application with a
access to the applications using their Azure AD credentials accounts in the application customizable access policy.
m security attributes Assign users and groups Get started Get started Create a policy

In the Users window, search for a user(s) by username.
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= Microsoft Azure 0 Search resources, services, and docs (G+) g uan
Disecron @

Home > Enterprise applications > Aruba Orch > Users
Add Assignment
Default Directory
[ Fearch
Home Coffee
A Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to coffee@uarshhotmail onmicrosoft.com
the application
Lab Admin
Users labadmin@uarshhotmail onmicrosoft.com
None Selected Lab User
@ Mocha@uarshhotmail anmicrosoftcom

4. Click Create to add the user to the enterprise application, and then click the username in the list to add the user to

the enterprise application.
5. Click Assign when you are done adding users.

Note: Make sure that you click Assign on the bottom left of the screen after adding users or the users will not be added to
the enterprise application.

6. Click the enterprise application name at the top of the page to return to the enterprise application Overview page.

= Microsoft Azure £ Search resources, services, and docs (G+/) M &

Home > Enterprise applications > Aruba Orch

® Aruba Orch | Users and groups

Enterprise Application

¢ + Add user/group Edit T Remove ¢ Update Credentials Columns & Got feedback?
A
= Overview
Depl - @ The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this, —

eployment Plan
O First 200 shown, to search all users & groups, enter a display name,

Manage
1l properties Display Name Object Type Role assigned
& Owners O @ Home Caffee User User

Adding SAML Authentication to Orchestrator
From the enterprise application Overview page, you must add SAML authentication to Orchestrator. In the left pane, click

Single sign-on.

Home » Enterprise applications »

g2 Aruba Orch | Overview

g Enterprise Application

. ~ .

i Overview Properties

Deployment Plan n Name @ Copy to clipboard
Aruba Orch

Manage ‘ @I

1! properties Application ID @

! | 4e6b3eaa-0az1-482b-b3e .. I |

&k Owners R .
Object ID @

& Roles and administrators ‘ c8e3cfd2-9d5f-4d2f-bb4s- .. Iy |

&% Users and groups

Getting Started
—>3|Sing|e sign-an I

The enterprise application SAML-based Sign-on page opens. The page contains five sections for SAML configuration.
You will only work with the first four sections. There is information that you will copy from this page to Orchestrator and
from Orchestrator back to this SAML SSO configuration page in Azure. The following information describes the fields that

need to be completed in each section.
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Aruba Orch | SAML-based Sign-on

Enterprize Application

8] COwenview

[0 Degloyment Plan
Manage

il Properties

Crwwners

]

Roles and administrators
Users and groups

Single sign-on
Prowizioning

Appication prozy

o m e @ @ b

Seif-zenice

Seourity

W Conditional Access
it Permissions

@ Token encryption
Activity

3 Sign-inbogs

e Usage Sinzights
=

m  Provisioning bogs

I Agcessreviews

T Upload metadsts fie

S=t up Single Sign-On with SAML

“J (hange single sign-on mode = Test thiz apphcation

ar (ot teedback?

An 550 implementation based on federation protooods imoroves security, refiabity, and end user expenences and is easier to
implement. (hoose SAML single sign-on whenever possible for existing appications that do not use OpeniD Connect or OAuth. Leam

Read the configuration guide o for help integrating Aruba Onch

Basic SAML Configuration
identifier (Entity I
Reply URL (Assertion Consumer Senvice URL)

Sign on URL
fAelzy State (Ootona])
Logout U (Optional)

Attrioutes 8 Jlaims

givennamse

IUMams
emaladdress

name

Unigue User identifier

SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Emas

App Federaton Metadsts Ur

Certificate (Basefd]
Certificats (Raw]
Fedaration Metadats XML

Set up Aruba Orch

htto=s// 1521681150/ gms/rest/ authentication/sami2/
Consume

httpssf 192 1681150 gms/rest/authenticationsami2/
COMEUmE

Optional
Optional
htto=s// 1521681150/ gms/rest/ authentication/sami2/
ogout

USErgvEnnams
USErIUIMEME

uzsrma’
ussrussnorncpainame
ussrussnorncpainame

Active
PADJERAODA5AZACDEEDIE1150140EDAESDDALEDT
ZfA[ 2025, 840350 PM

u_srshi@hotmail com

| htto=s/login.microsoftonfne.com,b5eafT03-feb... [y |

You'l need to configure the applcation to Enk with Azwre AD

Lioxgin LIRL
Azurs AD lgentfiar
Logout URL

Test single sign-on with Aruba Orch

| htto=s/login.microsoftonfne.com,b5eafT03-feb... [y |

| httpesfsts windows_netbheafri3-fbe-4034-3_. @l
| httpsslogin.microsoftonfne.com,b5eafT03-fob... Ty |

Test to s==if single sign-on iz working. Users wil nesd to be added to Ussrs and groups before they can signin
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Section 1 : Basic SAML Configuration
The following table describes the correlation of Azure and Orchestrator fields. To edit these fields in Azure, click the

ellipse (...) in the Basic SAML Configuration section.

Identifier (Entity ID)
Reply URL (ACS URL)
Logout URL

¢ ‘“ldentifier (Entity ID)” and “Reply URL (Assertion Consumer Service URL)” = ACS URL from Orchestrator

e “https://<Orch IP or Hostname>/gms/rest/authentication/saml2/consume”

e ‘“Logout URL” = SP SLO Endpoint from Orchestrator

“

e “https://<Orch IP or Hostname>/gms/rest/authentication/saml2/logout”

o Basic SAML Configuration Z Edit
Identifier (Entity 1D) https://192.168.1.150/gms/rest/authentication/saml2/con
sume
Reply URL (Assertion Consumer Service URL)  https://192.168.1.150/gms/rest/authentication/saml2/con
sume
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) https://192.168.1.150/gms/rest/authentication/saml2/log
out

Section 2: Attributes & Claims
In the Attributes & Claims section, click the ellipse (...) and copy the highlighted line, and then paste it into a text editor
such as Notepad. You will paste this information into the Username Attribute field when you configure SAML

authentication in Orchestrator.

Home » Enterprise applications > Aruba Orch > SAML-based Sign-on

Attributes & Claims

Add new claim += Adda group claim == Columns @ Got feedback?

Required daim

Claim name Value

Unique User Identifier (Name 1D] user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

http://schemas.xmlsoap.org/ws/2005,/05/identity/cdaims/emailaddress user.mail e
http://schemas.xmlsoap.org/ws/2005,/05/identity/daims/givenname user.givenname wue
http://schemas.xmlsoap.orgfws/2005/05/identity/cdaims/name user.userprincipalname wue
http://schemas.xmlsoap.org/ws/2005,/05/identity/daims/surname USer.surname wue

©
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Section 3: SAML Signing Certificate

Click SAML-based Sign-on at the top of the page to return to the SAML-based Sign-on page for the enterprise
application. In the SAML Signing Certificate section, there are three certificates available. Download the highlighted
certificate (Base64) and open it using a text editor such as Notepad. You will paste this information into the

IdP X.509 Cert field when you configure SAML authentication in Orchestrator.

a SAML Signing Certificate

Status Active

Thumbprint FADSEFASDISA24CDEED3211591459BDAESSDALRDT
Expiration 2/4/2025, 9:03:50 PM

Matification Email u_arshi@hotmail.com

App Federation Metadata Url https://login.microsoftonline.com/bSeaf703-fbe ... Ty
| Certificate (Basedd) Download |

Certificate [Raw) Download

Federation Metadata XML Download

Section 4: Set up [enterprise application name]

Click SAML-based Sign-on at the top of the page to return to the SAML-based Sign-on page for the enterprise
application. In the Set up [enterprise application name] section, click the copy icon next to Azure AD lIdentifier and paste
it into a text editor such as Notepad. You will paste this information into the Issuer URL field when you configure SAML

authentication in Orchestrator.

O Set up Aruba Orch

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/bSeaf703-fébe ... Ty
Azure AD ldentifier https://sts.windows.net/b5eaf703-febe-4034-a7d .. Ty
Logout URL https://login.microsoftonline.com/b5eafT03-fébe ... T

View step-by-step instructions
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CONFIGURE SAML REMOTE AUTEHNTICATON IN ORCHESTRATOR

To complete the SAML authentication process, you need to add SAML authentication to Orchestrator at Orchestrator >

Orchestrator Server > Users & Authentication > Authentication.

1.
2.

Click +Add New Server.

Select SAML from the Type field, and then complete the following fields:

Name: Enter a name for the server.

Username Attribute: Paste the information that you copied from the Attributes & Claims section (section 2) of
the SAML-based Sign-on page in Azure into this field.

Issuer URL: Paste the information that you copied from the Set up [enterprise application name] section (section
4) of the SAML-based Sign-on page in Azure into this field.

SSO0 Endpoint: Copy this information from the User access URL field in Azure. To access this information in
Azure, click Enterprise applications, then click the name you assigned to Orchestrator, and from the left pane

click Properties.

Home > Enterprise applications > Home_Orch I
!'I! Home_Orch | Properties
B Enterprise Application
Save Discard D Delete }F Got feedback?

2 Overview

Wiew and manage application settings for your organization. Editing properties like display information, user sign-in
M Deployment Plan settings, and user visibility settings requires Global Administrator, Cloud Application Administrator, Application

Administrator roles, Learn more.
Manage P

Enabled for users to sign-in? @ ': Mo )
! Properties
& Owners Name * (D | Home_Orch \/|
&, Roles and administrators Homepage URL (@ | ] |
£ Users and groups Logo @
2 Singlesign-on
2 Provisioning
¥ Application proxy [ Selectafile =l
C Self-service - A

User access URL (@ | https://myapps.microsoft.com/signin/caalffll-Ocea-4fd1-98a8-972 .. Ty |

Customn security attributes
(preview) Application ID (@ | caalffl0-Ocea-4fd1-98a8-9727bbaal 1eb | |

Security Object D @ | 44b5268c-97ff-46fe-Babb-f6fale7960ea | |
® Conditional Access Terms of Service Url (O | Publisher did not provide this information | |
7, Permissions

Privacy Statement Url (D | Publisher did not provide this information ip] |
@ Token encryption

Reply URL (@ | https://192,168.1.150/gms/rest/authentication/saml2/consume I'\|
Activity

Idp X.509 Cert: Paste the information that you copied from the SAML Signing Certificate section (section 3) of
the SAML-based Sign-on page in Azure into this field.

Default Role: This is needed if you did not define RBAC in the user attributes in the Attributes & Claims section
(section 2) of the SAML-based Sign-on page in Azure. Select the role that best suits the needs of your

organization.
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Remote Authentication Server b 4
Typs SAML
Mams [ Home_Azure] ]
Username Attribute hittp:/fschremas. smisoap.org/wsl
Issuer URL hittps:)/sts, windows, netboesf F03-fobe-4034-3 7050684 2 SafBhar
S50 Endpoint hittps:/imryapps. microsoft.comy'signindcaz 1 b0-Does-4fd 1-5828-57
—BEGIMN CERTIFICATE— "~
1dP ¥.50% Cert MIICEDCCAdigAwI BAgIQNFSnSKIZdd Dz lUZogz A
NBgkahkiGewOEAQsFADADMT IwMAYDY QGO0 /‘7
o AN 21Nt 2 T e e ] B W b T TRt T ENT T A5
ACS URL https:/192.168,1. 150/ gms/ rest/authentication/sami2/ consume i
SP SLO Endpoint https: /152,168, 1. 150/ gms/restf authentication/saml2floqgout s
1dP SLC Endpoint {optional)
SP X509 Cert SLO {optional)
V.
Roles Attribute sp-roles (optianal]
Appliance Access Group Attribute | sp-22c {opticnal)
Default role Sanper Admin » | {optional)
| Apply || Cancel |

3. Click Apply to save your changes.

After all the changes are applied, Orchestrator displays a new login button for Azure SAML configuration. Use your Azure

AD credentials to log in to Orchestrator.

MAPPING AZURE AD GROUPS TO ORCHESTRATOR RBAC ROLES

We recommended that you define roles in Azure that map to Orchestrator role-based access control (RBAC). This is

helpful for creating different permission levels for different user accounts. The following figure shows the set up for RBAC

in Orchestrator that you can map to the Azure AD groups.

Assign Roles & Appliance Access Groups

User Type to select
Appliances A

Leave blank to provide access to all appliances
Roles

[[] DeploymentRO

[[] ReadOnly

[[] readOnlyApplianceMar
[[] rw-Dashboard

[] ReadOnlyAPI

[[] Sdiencelogic

[] Software_Admin

[[J DeploymentAdmin
[] CHP-Limit-RO

[[] RO-Dashboard
[] Admin

[] Monitor-onby

[ ztp

Save || Cancel

|

12
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Azure Configuration Steps

1. In Azure AD, click Enterprise applications, then click the name you assigned to Orchestrator, and from the left pane
click Single sign-on.
The SAML-based Sign-on page opens.

2. Insection 2 User Attributes & Claims click Edit and then click + Add new claim.

Home > Default Directory > Enterprise applications > Sliver-Peak Orch > SAML-based Sign-on >

Attributes & Claims

Add new claim |- Addagroup claim == Columns ¢ Got feedback?

3. In the Manage claim section, complete the following fields:

e Name: Enter a name for the claim.

e Source: Click the Attribute radio button.

¢ Expand Claim conditions and complete the following:
e User type: Select Members.
e Scoped Groups: Click Select groups and select the group that you created in Azure AD.
e Source: Click the Attribute radio button.

e Value: Enter based on Orchestrator RBAC set up.

Home > Default Directory > Enterprise applications > Sliver-Peak Orch > SAML-based Sign-on > Attributes & Claims >

Manage claim

A’ Gotfeedback?

Name * [ sp-roles

Namespace [ Enter @ namespace URI

Source

Source attribute

~~ Claim conditions

Returns the claim anly if all the conditions below are met,

@ Multiple conditions can be applizd to a claim. When adding conditions, order of operation is important, Read the documentation for more information.

User type Scoped Groups Source Value

(O attribute () Transfarmation

Select from drop down v | Select groups Select @ User type and Source to enable the list




Orchestrator Configuration Steps

1.
2.
3.

Access Orchestrator and go to Orchestrator > Orchestrator Server > Users & Authentication > Authentication.
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Click the edit icon to the left of the server you created.

In the Roles Attribute field, enter the claim name you created in the Azure Configuration Steps section. The following

example uses “sp-roles.”

Remote Authentication Server

Type

Mame

Username Attribute

Umair_Azure_AD

http://schemas.xmlsoap.org/ws/2|

Issuer URL https://sts.windows.net/b5eaf703-fobe-4034-a7d9-d68425e88hac/
S50 Endpoint https://myapps.microsoft.com/signin/62397152-65a3-4d8f-3be8-172
----- BEGIN CERTIFICATE-—--- -

1dP X.509 Cert MIICBDCCAdigAwIBAgIQREHsuucWjglBsMBILbCfyjaNBakahkiG i

ACS URL https://se-wan-east-sewan-orchge-useastl.silverpeak.cdoud/oms/... &

SP SLO Endpoint https://se-wan-east-sewan-orchge-useastl.silverpeak.cdoud/oms/... &

1dP S5LO Endpoint (optional)

SP X¥.509 Cert SLO p (optional)
I Roles Attribute sp-rales I (optional)

Appliance Access Group Attribute sp-aag (optional)

Default role Select role w | (optional)

| Apply || Cancel |
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There might be situations when a user needs to have multiple roles assigned to them. For example, when an RBAC role

needs read access to all the Orchestrator menus but only needs read-write access to a subset of administrative tasks.

To accomplish this, add the user to multiple groups and assign each group one or more attributes that map to a role in

Orchestrator.

1. In Azure AD, click Enterprise applications, then click the name you assigned to Orchestrator, and from the left pane
click Single sign-on.
The SAML-based Sign-on page opens.

2. In section 2 User Attributes & Claims click Edit and edit an existing claim or create a new claim.

3. In the Manage claim section, expand Claim conditions and complete the following:

e User type: Select Members.
e Scoped Groups: Click Select groups and select a group to which the user is assigned.
e Source: Click the Attribute radio button.

e Value: Enter the name of the RBAC role that you want to assign to this group. This can be a pre-defined
Orchestrator role, or it can be a custom role that you created in Orchestrator. When you add this value to the

group, all users in this group will be granted the permissions in Orchestrator that are associated with this role.

Home > Default Directory | Enterprise applications > Enterprise applications | All applications > Home Orch | SAML-based Sign-on > SAML-based Sign-on > Attibutes & Cia  Galact groups
Manage claim
[.£ searcn
save X Discard changes &7 Got feedback?
Name * | name . Adam
Namespace [ ttps//schemas xmisoap.org/ws/2005/05/identity/claims
home_lab
' Choose name format (Preview)
[V.\ Lab Admin
Source
Source attribute
A~ Claim conditions
Returns the claim only if all the conditions below are met.
Selected groups
@ Multiple conditions can be applied to a dlaim. When adding conditions, order of operation is important. Read the documentation for mare information, No groups selected
User type Seoped Groups Source Value
\ Members v | Select groups (® Awribute O Transformation Select from drop d
Select from drop down v | selectgroups O attribute () Transformation

The following figure shows a claim that is passing multiple roles because it has multiple groups. Each group has an

assigned attribute (shown in the Value column) that is mapped to a role in Orchestrator.

User type Scoped Groups Source Value
Members 1 groups Attribute “NS_Monitor"

: Members v 1 groups @ Attribute O Transformation "NS_Support_Read"
Members 1 groups Attribute "NS_Support_Write"

Note: Place the group with the lowest privilege at the top of the Claim conditions table and place the group with the
highest privilege at the bottom. This ensures that the role with the highest privilege is inherited when a user is part of

more than one group.

To assign multiple roles to a group, add multiple attribute values in the Value column. Each value must be separated by a
comma. In the following figure, the group in the second row contains two values in the Value column: “NS_Monitor” and
“NS_Support”. Users in that group will be granted the permissions for both roles in Orchestrator.
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Members 1 groups Attribute “NS_Monitor"
Members 1 groups Attribute “NS_Monitor, NS_Support"
[ Members v | 1 groups (® attribute (O Transformation [ "Ns_superadmin" e

You can add as many roles to a group as needed, but they must be comma separated for the Orchestrator to interpret the

individual roles.
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